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Purpose

The purpose of the ITU report Understanding Cybercrime: Phenomena, Challenges and Legal Response is
to assist countries in understanding the legal aspects of cybercrime and cybersecurity and to help
harmonize legal frameworks. As such, the report aims to help countries better understand the national
and international implications of growing cyberthreats, to assess the requirements of existing national,
regional and international instruments, and to assist countries in establishing a sound legal foundation.

This report provides a comprehensive overview of the most relevant topics linked to the legal aspects of
cybercrime and focuses on the demands of developing countries. Due to the transnational dimension of
cybercrime, the legal instruments are the same for developing and developed countries. However, the
references used were selected for the benefit of developing countries, in addition to a broad selection of
resources provided for a more in-depth study of the different topics. Whenever possible, publicly
available sources were used, including many free-of-charge editions of online law journals.

The report contains six main chapters. After an introduction (Chapter 1), it provides an overview of the
phenomena of cybercrime (Chapter 2). This includes descriptions of how crimes are committed and
explanations of the most widespread cybercrime offences such as hacking, identity theft and denial-of-
service attacks. An overview of the challenges is also provided, as they relate to the investigation and
prosecution of cybercrime (Chapters 3 and 4). After a summary of some of the activities undertaken by
international and regional organizations in the fight against cybercrime (Chapter 5), it continues with an
analysis of different legal approaches with regard to substantive criminal law, procedural law, digital
evidence, international cooperation and the responsibility of Internet service providers (Chapter 6),
including examples of international approaches as well as good-practice examples from national solutions.

This publication addresses the first of the seven strategic goals of the ITU Global Cybersecurity Agenda
(GCA), which calls for the elaboration of strategies for the development of cybercrime legislation that is
globally applicable and interoperable with existing national and regional legislative measures, as well as
addressing the approach to organizing national cybersecurity efforts under ITU-D Study Group 1
Question 22/1. Establishing the appropriate legal infrastructure is an integral component of a national
cybersecurity strategy. The related mandate of ITU with regard to capacity building was emphasized by
Resolution 130 (Rev. Guadalajara, 2010) of the ITU Plenipotentiary Conference, on Strengthening the role
of ITU in building confidence and security in the use of information and communication technologies. The
adoption by all countries of appropriate legislation against the misuse of ICTs for criminal or other
purposes, including activities intended to affect the integrity of national critical information
infrastructures, is central to achieving global cybersecurity. Since threats can originate anywhere around
the globe, the challenges are inherently international in scope and require international cooperation,
investigative assistance, and common substantive and procedural provisions. Thus, it is important that
countries harmonize their legal frameworks to combat cybercrime and facilitate international
cooperation.

Disclaimer regarding hyperlinks

The document contains several hundred links to publically available documents. All references were
checked at the time the links were added to the footnotes. However, no guarantee can be provided that
the up-to-date content of the pages to which the links relate are still the same. Therefore the reference —
wherever possible — also includes information about the author or publishing institution, title and if
possible year of the publication to enable the reader to search for the document if the linked document is
not available anymore.
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1. Introduction

Bibliography (selected): Aggarwal, Role of e-Learning in A Developing Country Like India, Proceedings of
the 3" National Conference, INDIA, Com 2009; Barney, Prometheus Wired: The Hope for Democracy in
the Age of Network Technology, 2001; Choudhari/Banwet/Gupta, Identifying Risk Factors in for
E-governance Projects, published in Wgarwal/Ramana, Foundations of E-government, 2007, page 270 et.
seq.; Comer, Internetworking with TCP/IP — Principles, Protocols and Architecture, 2006; Dutta/De
Meyer/Jain/Richter, The Information Society in an Enlarged Europe, 2006; Ekundayo/Ekundayo, Capacity
constraints in developing countries: a need for more e-learning space? The case of Nigeria, Proceedings
ascilite Auckland, 2009, page 243 et seq.; European Commission, Final Report on Study on Critical
Dependencies of Energy, Finance and Transport Infrastructures on ICT Infrastructure, 2009; Gercke, The
Slow Wake of a Global Approach Against Cybercrime, Computer Law Review International 2006, page 141
et seq.; Gercke, Cybersecurity Strategy, Computer Law Review International 2013, 136 et seq.; Hayden,
Cybercrime’s impact on Information security, Cybercrime and Security, |A-3; Kellermann, Technology risk
checklist, Cybercrime and Security, 11B-2; Masuda, The Information Society as Post-Industrial Society,
1980; Molla, The Impact of eReadingness on eCommerce Success in Developing Countries, 2004; Ndou,
E-Government for Developing Countries, Opportunities and Challenges, DJISDC 2004, 18, page 1 et seq.;
Luiijf/Klaver, In Bits and Pieces, Vulnerability of the Netherlands ICT-infrastructure and consequences for
the information society, 2000; Sieber, The Threat of Cybercrime, Organised crime in Europe: the threat of
Cybercrime, 2005; Tanebaum, Computer Networks, 2002; Wigert, Varying policy responses to Critical
Information Infrastructure Protection (CIIP) in selected countries, Cybercrime and Security, 11B-1; Yang,
Miao, ACM International Conference Proceeding Series; Vol. 113; Proceedings of the 7th International
Conference on Electronic Commerce, page 52-56; Zittrain, History of Online Gatekeeping, Harvard Journal
of Law & Technology, 2006, Vol. 19, No. 2.

1.1 Infrastructure and services

The Internet is one of the fastest-growing areas of technical infrastructure development.! Today,
information and communication technologies (ICTs) are omnipresent and the trend towards digitization is
growing. The demand for Internet and computer connectivity has led to the integration of computer
technology into products that have usually functioned without it, such as cars and buildings.? Electricity
supply, transportation infrastructure, military services and logistics — virtually all modern services depend
on the use of ICTs.3

Although the development of new technologies is focused mainly on meeting consumer demands in
western countries, developing countries can also benefit from new technologies.* With the availability of
long-distance wireless communication technologies such as WiMAX® and computer systems that are now
available for less than USD 200°, many more people in developing countries should have easier access to
the Internet and related products and services.”

The influence of ICTs on society goes far beyond establishing basic information infrastructure. The
availability of ICTs is a foundation for development in the creation, availability and use of network-based
services.® E-mails have displaced traditional letters®; online web representation is nowadays more
important for businesses than printed publicity materials;’® and Internet-based communication and
phone services are growing faster than landline communications.!

The availability of ICTs and new network-based services offer a number of advantages for society in
general, especially for developing countries.

ICT applications, such as e-government!2, e-commerce!3, e-education!4, e-health!s and e-environment, are
seen as enablers for development, as they provide an efficient channel to deliver a wide range of basic
services in remote and rural areas. ICT applications can facilitate the achievement of millennium
development targets, reducing poverty and improving health and environmental conditions in developing
countries. Given the right approach, context and implementation processes, investments in ICT
applications and tools can result in productivity and quality improvements. In turn, ICT applications may
release technical and human capacity and enable greater access to basic services. In this regard, online
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identity theft and the act of capturing another person’s credentials and/or personal information via the
Internet with the intent to fraudulently reuse it for criminal purposes is now one of the main threats to
further deployment of e-government and e-business services.1¢

The costs of Internet services are often also much lower than comparable services outside the network.’
E-mail services are often available free of charge or cost very little compared to traditional postal
services.® The online encyclopaedia Wikipedia'® can be used free of charge, as can hundreds of online
hosting services.2 Lower costs are important, as they enable services to be used by many more users,
including people with only limited income. Given the limited financial resources of many people in
developing countries, the Internet enables them to use services they may not otherwise have access to
outside the network.

1.2 Advantages and risks

The introduction of ICTs into many aspects of everyday life has led to the development of the modern
concept of the information society.?! This development of the information society offers great
opportunities.22 Unhindered access to information can support democracy, as the flow of information is
taken out of the control of state authorities (as has happened, for example, in Eastern Europe and North
Africa).22 Technical developments have improved daily life — for example, online banking and shopping,
the use of mobile data services and voice over Internet protocol (VolP) telephony are just some examples
of how far the integration of ICTs into our daily lives has advanced.?*

However, the growth of the information society is accompanied by new and serious threats.?> Essential
services such as water and electricity supply now rely on ICTs.%® Cars, traffic control, elevators, air
conditioning and telephones also depend on the smooth functioning of ICTs.?” Attacks against information
infrastructure and Internet services now have the potential to harm society in new and critical ways.?®

Attacks against information infrastructure and Internet services have already taken place.?® Online fraud
and hacking attacks are just some examples of computer-related crimes that are committed on a large
scale every day.’° The financial damage caused by cybercrime is reported to be enormous.3! In 2003
alone, malicious software caused damages of up to USD 17 billion.3? By some estimates, revenues from
cybercrime exceeded USD 100 billion in 2007, outstripping the illegal trade in drugs for the first time.33
Based on research published in 2014 the global annual loss caused by cybercrime could be as high as
400 billion USD.34 Nearly 60 per cent of businesses in the United States believe that cybercrime is more
costly to them than physical crime.® These estimates clearly demonstrate the importance of protecting
information infrastructures.3®

Most of the above-mentioned attacks against computer infrastructure are not necessarily targeting
critical infrastructure. However, the malicious software “Stuxnet” that was discovered in 2010 underlines
the threat of attacks focusing on critical infrastructure.3” The software, with more than 4 000 functions3s,
focused on computer systems running software that is typically used to control critical infrastructure.3®

1.3 Cybersecurity and cybercrime

Cybercrime and cybersecurity are issues that can hardly be separated in an interconnected environment.
The fact that the 2010 UN General Assembly resolution on cybersecurity addresses cybercrime as one
major challenge underlines this.

Cybersecurity*! plays an important role in the ongoing development of information technology, as well as
Internet services.*? Enhancing cybersecurity and protecting critical information infrastructures are
essential to each nation’s security and economic well-being. Making the Internet safer (and protecting
Internet users) has become integral to the development of new services as well as government policy.*®
Deterring cybercrime is an integral component of a national cybersecurity and critical information
infrastructure protection strategy. In particular, this includes the adoption of appropriate legislation
against the misuse of ICTs for criminal or other purposes and activities intended to affect the integrity of
national critical infrastructures. At the national level, this is a shared responsibility requiring coordinated
action related to prevention, preparation, response and recovery from incidents on the part of
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government authorities, the private sector and citizens. At the regional and international level, this entails
cooperation and coordination with relevant partners. The formulation and implementation of a national
framework and strategy for cybersecurity thus requires a comprehensive approach.4 Cybersecurity
strategies — for example, the development of technical protection systems or the education of users to
prevent them from becoming victims of cybercrime — can help to reduce the risk of cybercrime.* The
development and support of cybersecurity strategies are a vital element in the fight against cybercrime.*®

The legal, technical and institutional challenges posed by the issue of cybersecurity are global and far-
reaching, and can only be addressed through a coherent strategy taking into account the role of different
stakeholders and existing initiatives, within a framework of international cooperation.#” In this regard, the
World Summit on the Information Society (WSIS)* recognized the real and significant risks posed by
inadequate cybersecurity and the proliferation of cybercrime. The provisions of §§ 108-110 of the WSIS
Tunis Agenda for the Information Society*, including the Annex, set out a plan for multistakeholder
implementation at the international level of the WSIS Geneva Plan of Action, describing the
multistakeholder implementation process according to eleven action lines and allocating responsibilities
for facilitating implementation of the different action lines. At WSIS, world leaders and governments
designated ITU to facilitate the implementation of WSIS Action Line C5, dedicated to building confidence
and security in the use of ICTs.5!

In this regard, the ITU Secretary-General launched the Global Cybersecurity Agenda (GCA)52 on
17 May 2007, alongside partners from governments, industry, regional and international organizations,
academic and research institutions. The GCA is a global framework for dialogue and international
cooperation to coordinate the international response to the growing challenges to cybersecurity and to
enhance confidence and security in the information society. It builds on existing work, initiatives and
partnerships with the objective of proposing global strategies to address today’s challenges related to
building confidence and security in the use of ICTs. Within ITU, the GCA complements existing ITU work
programmes by facilitating the implementation of the three ITU Sectors’ cybersecurity activities, within a
framework of international cooperation.

The Global Cybersecurity Agenda has seven main strategic goals, built on five work areas: 1) Legal
measures; 2) Technical and procedural measures; 3) Organizational structures; 4) Capacity building; and
5) International cooperation.s3

The fight against cybercrime needs a comprehensive approach. Given that technical measures alone
cannot prevent any crime, it is critical that law-enforcement agencies are allowed to investigate and
prosecute cybercrime effectively.>® Among the GCA work areas, “Legal measures” focuses on how to
address the legislative challenges posed by criminal activities committed over ICT networks in an
internationally compatible manner. “Technical and procedural measures” focuses on key measures to
promote adoption of enhanced approaches to improve security and risk management in cyberspace,
including accreditation schemes, protocols and standards. “Organizational structures” focuses on the
prevention, detection, response to and crisis management of cyberattacks, including the protection of
critical information infrastructure systems. “Capacity building” focuses on elaborating strategies for
capacity-building mechanisms to raise awareness, transfer know-how and boost cybersecurity on the
national policy agenda. Finally, “International cooperation” focuses on international cooperation, dialogue
and coordination in dealing with cyberthreats.

The development of adequate legislation and within this approach the development of a cybercrime-
related legal framework is an essential part of a cybersecurity strategy. This requires first of all the
necessary substantive criminal law provisions to criminalize acts such as computer fraud, illegal access,
data interference, copyright violations and child pornography.>® The fact that provisions exist in the
criminal code that are applicable to similar acts committed outside the network does not mean that they
can be applied to acts committed over the Internet as well.¢ Therefore, a thorough analysis of current
national laws is vital to identify any possible gaps.®” Apart from substantive criminal law provisions®, the
law-enforcement agencies need the necessary tools and instruments to investigate cybercrime.>® Such
investigations themselves present a number of challenges.®® Perpetrators can act from nearly any location
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in the world and take measures to mask their identity.?! The tools and instruments needed to investigate
cybercrime can be quite different from those used to investigate ordinary crimes.®?

1.4 International dimensions of cybercrime

Cybercrime often has an international dimension.%® E-mails with illegal content often pass through a
number of countries during the transfer from sender to recipient, or illegal content is stored outside the
country.®* Within cybercrime investigations, close cooperation between the countries involved is very
important.®® The existing mutual legal assistance agreements are based on formal, complex and often
time-consuming procedures, and in addition often do not cover computer-specific investigations.® Setting
up procedures for quick response to incidents, as well as requests for international cooperation, is
therefore vital.®’

A number of countries base their mutual legal assistance regime on the principle of “dual criminality”.e8
Investigations on a global level are generally limited to those crimes that are criminalized in all
participating countries. Although there are a number of offences — such as the distribution of child
pornography — that can be prosecuted in most jurisdictions, regional differences play an important role.®
One example is other types of illegal content, such as hate speech. The criminalization of illegal content
differs in various countries.”” Material that can lawfully be distributed in one country can easily be illegal
in another country.”

The computer technology currently in use is basically the same around the world.”? Apart from language
issues and power adapters, there is very little difference between the computer systems and cell phones
sold in Asia and those sold in Europe. An analogous situation arises in relation to the Internet. Due to
standardization, the network protocols used in countries on the African continent are the same as those
used in the United States.”® Standardization enables users around the world to access the same services
over the Internet.”*

The question is what effect the harmonization of global technical standards has on the development of
the national criminal law. In terms of illegal content, Internet users can access information from around
the world, enabling them to access information available legally abroad that could be illegal in their own
country.

Theoretically, developments arising from technical standardization go far beyond the globalization of
technology and services and could lead to the harmonization of national laws. However, as shown by the
negotiations over the First Protocol to the Council of Europe Convention on Cybercrime (the “Convention
on Cybercrime”),”s the principles of national law change much more slowly than technical developments.”®

Although the Internet may not recognize border controls, there are means to restrict access to certain
information.”” The access provider can generally block certain websites and the service provider that
stores a website can prevent access to information for those users on the basis of IP-addresses linked to a
certain country (“IP-targeting”).”® Both measures can be circumvented, but are nevertheless instruments
that can be used to retain territorial differences in a global network.” The OpenNet Initiative® reports
that this kind of censorship is practised by about two dozen countries.8!

1.5 Consequences for developing countries

Finding response strategies and solutions to the threat of cybercrime is a major challenge, especially for
developing countries. A comprehensive anti-cybercrime strategy generally contains technical protection
measures, as well as legal instruments.®? The development and implementation of these instruments
need time. Technical protection measures are especially cost-intensive.® Developing countries need to
integrate protection measures into the roll-out of the Internet from the beginning, as although this might
initially raise the cost of Internet services, the long-term gains in avoiding the costs and damage inflicted
by cybercrime are large and far outweigh any initial outlays on technical protection measures and
network safeguards.
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The risks associated with weak protection measures could in fact affect developing countries more
intensely, due to their less strict safeguards and protection.® The ability to protect customers, as well as
firms, is a fundamental requirement not only for regular businesses, but also for online or Internet-based
businesses. In the absence of Internet security, developing countries could encounter significant
difficulties promoting e-business and participating in online service industries.

The development of technical measures to promote cybersecurity and proper cybercrime legislation is
vital for both developed countries and developing countries. Compared with the costs of grafting
safeguards and protection measures onto computer networks at a later date, it is likely that initial
measures taken right from the outset will be less expensive. Developing countries need to bring their anti-
cybercrime strategies into line with international standards from the outset.2®
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On the development of the Internet, see: Yang, Miao, ACM International Conference Proceeding Series; Vol. 113;
Proceedings of the 7t" International Conference on Electronic Commerce, page 52 — 56; The World Information Society
Report 2007, available at: www.itu.int/osg/spu/publications/worldinformationsociety/2007/. According to ITU, there
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Unlike in the industrial society, members of the information society are no longer connected by their participation in
industrialization, but through their access to and the use of ICTs. For more information on the information society, see:
Masuda, The Information Society as Post-Industrial Society; Dutta/De Meyer/Jain/Richter, The Information Society in an
Enlarged Europe; Maldoom/Marsden/Sidak/Singer, Broadband in Europe: How Brussels can wire the Information
Society; Salzburg Center for International Legal Studies, Legal Issues in the Global Information Society; Hornby/Clarke,
Challenge and Change in the Information Society.

See for example: Communication From The Commission To The Council, The European Parliament, The European
Economic And Social Committee And The Committee Of The Regions, Challenges for the European Information Society
beyond 2005, page 3, available at:
http://ec.europa.eu/information_society/eeurope/i2010/docs/communications/new_chall en_adopted.pdf.

Regarding the impact of ICT on the development of the society, see: Barney, Prometheus Wired: The Hope for
Democracy in the Age of Network Technology, 2001; Yang, Between Democracy and Development: The impact of new
information technologies on civil societies in China, available at:
http://programs.ssrc.org/itic/publications/civsocandgov/yangpolicyrevised.pdf; White, Citizen Electronic: Marx and
Gilder on Information Technology and Democracy, Journal of Information Technology impact, 1999, Vol. 1, page 20,
available at: www.jiti.com/vinl/white.pdf.

Regarding the extent of integration of ICTs into the daily lives and the related threats, see: § 3.2.1 below, as well as
Goodman, The Civil Aviation Analogy — International Cooperation to Protect Civil Aviation Against Cyber Crime and
Terrorism, in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001, page 69, available at:
http://media.hoover.org/documents/0817999825 69.pdf.

See UNGA Resolution: Creation of a global culture of cybersecurity and taking stock of national efforts to protect critical
information infrastructure, A/RES/64/211, page 1; Sieber, The Threat of Cybercrime, Organised crime in Europe: the
threat of Cybercrime, page 212; ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report,
2008, page 14, available at: www.itu.int/osg/csd/cybersecurity/gca/global _strategic report/index.html.
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See Suter, A Generic National Framework For Critical Information Infrastructure Protection, 2007, available at:
www.itu.int/osg/spu/cybersecurity/pgc/2007/events/docs/background-paper-suter-C5-meeting-14-may-2007.pdf.

Bohn/Coroama/Langheinrich/Mattern/Rohs, Living in a World of Smart Everyday Objects — Social, Economic & Ethical
Implications, Journal of Human and Ecological Risk Assessment, Vol. 10, page 763 et seq., available at:
www.vs.inf.ethz.ch/res/papers/hera.pdf.

See Wigert, Varying policy responses to Critical Information Infrastructure Protection (CIIP) in selected countries,
Cybercrime and Security, 1IB-1, page 1; Wilshusen, Internet Infrastructure, Challenges in Developing a Public/Private
Recovery Plan, Testimony before the Subcommittee on Information Policy, 2007, GAO Document GAO-08-212T,
available at: www.gao.gov/new.items/d08212t.pdf.

Regarding the attack against online service in Estonia, see: Toth, Estonia under cyberattack, available at:
www.cert.hu/dmdocuments/Estonia_attack2.pdf. Regarding the attacks against major online companies in the United
States in 2000, see: Sofaer/Goodman, Cyber Crime and Security — The Transnational Dimension, in Sofaer/Goodman,
The Transnational Dimension of Cyber Crime and Terrorism, 2001, page 14, available at:
http://media.hoover.org/documents/0817999825 1.pdf. The attacks took place between 07.02.2000 and 09.02.2000.
For a full list of attacked companies and the dates of the attacks, see: Yurcik, Information Warfare Survivability: Is the
Best Defense a Good Offence?, page 4, available at: www.projects.ncassr.org/hackback/ethics00.pdf.

The Online-Community HackerWatch publishes reports on hacking attacks. Based on their sources, more than 219
million incidents were reported in one month (November 2010). Source: www.hackerwatch.org. Regarding the
necessary differentiation between port scans and possible attempts to break into a computer system, see:
Panjwani/Tan/Jarrin/Cukier, An Experimental Evaluation to Determine if Port Scans are Precursors to an Attacks,
available at: www.enre.umd.edu/faculty/cukier/81 cukier m.pdf.

See Hayden, Cybercrime’s impact on Information security, Cybercrime and Security, 1A-3, page 3.

CRS Report for Congress on the Economic Impact of Cyber-Attacks, April 2004, page 10, available at:
www.cisco.com/warp/public/779/govtaffairs/images/CRS Cyber Attacks.pdf.

See: O’Connell, Cyber-Crime hits $ 100 Billion in 2007, ITU News related to ITU Corporate Strategy, 17.10.2007, available
at: www.ibls.com/internet law news portal view prn.aspx?s=latestnews&id=1882.

Net Losses: Estimating the Global Cost of Cybercrime, Economic impact of cybercrime I, CSIS, 2014.

IBM survey, published 14.05.2006, available at:
www-03.ibm.com/industries/consumerproducts/doc/content/news/pressrelease/1540939123.html.

Wilshusen, Internet Infrastructure, Challenges in Developing a Public/Private Recovery Plan, Testimony before the
Subcommittee on Information Policy, 2007, GAO Document GAO-08-212T, available at:
WWww.gao.gov/new.items/d08212t.pdf. For more information on the economic impact of cybercrime, see below: § 2.4.

Regarding the discovery and functions of the computer virus, see: Matrosov/Rodionov/Harley/Malcho, Stuxnet Under
the Microscope, Rev. 1.2, 2010, available at: www.eset.com/resources/white-

papers/Stuxnet_Under the Microscope.pdf; Falliere/Murchu/Chien, W32.Suxnet Dossier, Version 1.3, November 2010,
Symantec, available at:

www.symantec.com/content/en/us/enterprise/media/security response/whitepapers/w32 stuxnet dossier.pdf.

Cyber Security Communique, American Gas Association, 2010, available at:
www.aga.org/membercenter/gotocommitteepages/NGS/Documents/1011StuxnetMalware.pdf.

Matrosov/Rodionov/Harley/Malcho, Stuxnet Under the Microscope, Rev. 1.2, 2010, available at:
www.eset.com/resources/white-papers/Stuxnet_Under_the Microscope.pdf.

UNGA Resolution: Creation of a global culture of cybersecurity and taking stock of national efforts to protect critical
information infrastructure, A/RES/64/211.

The term “Cybersecurity” is used to summarize various activities and ITU-T Recommendation X.1205 “Overview of
cybersecurity” provides a definition, description of technologies, and network protection principles: “Cybersecurity is
the collection of tools, policies, security concepts, security safeguards, guidelines, risk management approaches,
actions, training, best practices, assurance and technologies that can be used to protect the cyberenvironment and
organization and user’s assets. Organization and user’s assets include connected computing devices, personnel,
infrastructure, applications, services, telecommunication systems, and the totality of transmitted and/or stored
information in the cyberenvironment. Cybersecurity strives to ensure the attainment and maintenance of the security
properties of the organization and user’s assets against relevant security risks in the cyberenvironment. The general
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security objectives comprise the following: Availability; Integrity, which may include authenticity and non-repudiation;
Confidentiality.” Also see: ITU, List of Security-Related Terms and Definitions, available at: www.itu.int/dms pub/itu-
t/oth/0A/0D/TOAODO0000A0002MSWE.doc.

With regard to development related to developing countries, see: ITU Cybersecurity Work Programme to Assist
Developing Countries 2007-2009, 2007, available at: www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-
programme-developing-countries.pdf.

See for example: ITU WTSA Resolution 50 (Rev. Johannesburg, 2008), on Cybersecurity, available at:

www.itu.int/dms _pub/itu-t/opb/res/T-RES-T.50-2008-PDF-E.pdf; ITU WTSA Resolution 52 (Rev. Johannesburg, 2008),
on Countering and combating spam, available at: www.itu.int/dms _pub/itu-t/opb/res/T-RES-T.52-2008-PDF-E.pdf; ITU
WTDC Resolution 45 (Doha, 2006), on Mechanism for enhancing cooperation on cybersecurity, including combating
spam, available at: www.itu.int/ITU-D/cyb/cybersecurity/docs/WTDCO6 resolution 45-e.pdf; European Union
Communication: Towards a General Policy on the Fight Against Cyber Crime, 2007, available at: http://eur-
lex.europa.eu/LexUriServ/site/en/com/2007/com2007 0267en01.pdf; Cyber Security: A Crisis of Prioritization,
President’s Information Technology Advisory Committee, 2005, available at:

www.nitrd.gov/pitac/reports/20050301 cybersecurity/cybersecurity.pdf.

For more information, references and links, see: the ITU Cybersecurity Work Programme to Assist Developing Countries
(2007-2009), 2007, available at: www.itu.int/ITU-D/cyb/cybersecurity/docs/itu-cybersecurity-work-programme-
developing-countries.pdf.

For more information, see: Kellermann, Technology risk checklist, Cybercrime and Security, 1I1B-2, page 1.

See: Schjolberg/Hubbard, Harmonizing National Legal Approaches on Cybercrime, 2005, available at:
www.itu.int/osg/spu/cybersecurity/docs/Background Paper Harmonizing National and Legal Approaches on Cyber
crime.pdf; see also: Pillar One of the ITU Global Cybersecurity Agenda, available at:
www.itu.int/osg/csd/cybersecurity/gca/pillars-goals/index.html. With regard to the elements of an anti-cybercrime
strategy, see below: §4.

See in this context: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 14,
available at: www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

For more information on the World Summit on the Information Society (WSIS), see: www.itu.int/wsis/

The WSIS Tunis Agenda for the Information Society, available at:
www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=2267]0

The WSIS Geneva Plan of Action, available at: www.itu.int/wsis/documents/doc_multi.asp?lang=en&id=1160|0

For more information on WSIS Action Line C5: Building confidence and security in the use of ICTs, see:
wWww.itu.int/wsis/c5/

For more information on the Global Cybersecurity Agenda (GCA), see: www.itu.int/cybersecurity/gca/

For more information, see: www.itu.int/osg/csd/cybersecurity/gca/pillars-goals/index.html.

For an overview of the most important instruments in the fight against cybercrime, see below: § 6.5.

Gercke, The Slow Wake of a Global Approach Against Cybercrime, Computer Law Review International 2006, 141. For an
overview of the most important substantive criminal law provisions, see below: § 6.2.

See Sieber, Cybercrime, The Problem behind the term, DSWR 1974, 245 et seq.

For an overview of cybercrime-related legislation and its compliance with the best practices defined by the Convention
on Cybercrime, see the country profiles provided on the Council of Europe website, available at:
www.coe.int/cybercrime/. See, for example, the following surveys on national cybercrime legislation: ITU Survey on
Anti-Spam Legislation Worldwide 2005, page 5, available at:

www.itu.int/osg/spu/spam/legislation/Background Paper ITU Bueti Survey.pdf;
Mitchison/Wilikens/Breitenbach/Urry/Portesi — Identity Theft — A discussion paper, page 23 et seq., available at:
www.prime-project.eu/community/furtherreading/studies/IDTheftFIN.pdf; Legislative Approaches to Identity Theft: An
Overview, CIPPIC Working Paper No.3, 2007; Schjolberg, The legal framework — unauthorized access to computer
systems — penal legislation in 44 countries, available at: www.mosstingrett.no/info/legal.html.

See below: § 6.2.

See below: § 6.5.
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For an overview of the most relevant challenges in the fight against cybercrime, see below: § 3.2.

One possibility to mask the identity is the use of anonymous communication services. See:
Claessens/Preneel/Vandewalle, Solutions for Anonymous Communication on the Internet, 1999. Regarding the technical
discussion about traceability and anonymity, see: CERT Research 2006 Annual Report, page 7 et seq., available at:
www.cert.org/archive/pdf/cert rsch annual rpt 2006.pdf. Regarding anonymous file-sharing systems see:
Clarke/Sandberg/Wiley/Hong, Freenet: a distributed anonymous information storage and retrieval system, 2001;
Chothia/Chatzikokolakis, A Survey of Anonymous Peer-to-Peer File-Sharing, available at:
www.spinellis.gr/pubs/jrnl/2004-ACMCS-p2p/html/AS04.pdf; Han/Liu/Xiao/Xiao, A Mutual Anonymous Peer-to-Peer
Protocol Design, 2005.

Regarding legal responses to the challenges of anonymous communication, see below: § 6.5.12 and § 6.5.13.

Regarding the transnational dimension of cybercrime, see: Sofaer/Goodman, Cyber Crime and Security — The
Transnational Dimension in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and Terrorism, 2001,
page 7, available at: http://media.hoover.org/documents/0817999825 1.pdf.

Regarding the possibilities of network storage services, see: Clark, Storage Virtualisation Technologies for Simplifying
Data Storage and Management, 2005.

Regarding the need for international cooperation in the fight against cybercrime, see: Putnam/Elliott, International
Responses to Cyber Crime, in Sofaer/Goodman, Transnational Dimension of Cyber Crime and Terrorism, 2001, page 35
et seq., available at: http://media.hoover.org/documents/0817999825 35.pdf; Sofaer/Goodman, Cyber Crime and
Security — The Transnational Dimension, in Sofaer/Goodman, The Transnational Dimension of Cyber Crime and
Terrorism, 2001, page 1 et seq., available at: http://media.hoover.org/documents/0817999825 1.pdf.

See below: § 6.5.
Gercke, The Slow Wake of a Global Approach Against Cybercrime, Computer Law Review International 2006, 141.

Dual criminality exists if the offence is a crime under both the requested and requesting party’s laws. The difficulties the
dual criminality principle can cause within international investigations are a current issue in a number of international
conventions and treaties. Examples include Art. 2 of the EU Framework Decision of 13 June 2002 on the European
arrest warrant and the surrender procedures between Member States (2002/584/JHA). Regarding the dual criminality
principle in international investigations, see: United Nations Manual on the Prevention and Control of Computer-
Related Crime, 269, available at www.uncjin.org/Documents/EighthCongress.html; Schjolberg/Hubbard, Harmonizing
National Legal Approaches on Cybercrime, 2005, page 5, available at:
www.itu.int/osg/spu/cybersecurity/presentations/session12 schjolberg.pdf; Plachta, International Cooperation in the
Draft United Nations Convention against Transnational Crimes, UNAFEI Resource Material Series No. 57, 114th
International Training Course, page 87 et seq., available at: www.unafei.or.jp/english/pdf/PDF_rms/no57/57-08.pdf.

See below: § 5.5. See for example the following surveys on national cybercrime legislation: ITU Survey on Anti-Spam
Legislation Worldwide, 2005, page 5, available at:

www.itu.int/osg/spu/spam/legislation/Background Paper ITU Bueti Survey.pdf;
Mitchison/Wilikens/Breitenbach/Urry/Portesi — |dentity Theft — A discussion paper, page 23 et seq., available at:
www.prime-project.eu/community/furtherreading/studies/IDTheftFIN.pdf; Legislative Approaches to Identity Theft: An
Overview, CIPPIC Working Paper No.3, 2007; Schjolberg, The legal framework — unauthorized access to computer
systems — penal legislation in 44 countries, available at: www.mosstingrett.no/info/legal.html.

The different legal traditions with regard to illegal content was one reason why certain aspects of illegal content are not
included in the Council of Europe Convention on Cybercrime, but addressed in an additional protocol. See below:
§5.2.1.

With regard to the different national approaches towards the criminalization of child pornography, see for example:
Sieber, Kinderpornographie, Jugendschutz und Providerverantwortlichkeit im Internet, 1999.

Regarding network protocols, see: Tanebaum, Computer Networks; Comer, Internetworking with TCP/IP — Principles,
Protocols and Architecture.

The most important communication protocols are TCP (Transmission Control Protocol) and IP (Internet Protocol). For
further information, see: Tanebaum, Computer Networks, 2002; Comer, Internetworking with TCP/IP — Principles,
Protocols and Architecture, 2006.

Regarding technical standardization, see: OECD, Internet Address Space, Economic Consideration in the Management of
IPv4 and in the Development of IPv6, 2007, DSTI/ICCP(2007)20/FINAL, available at: www.itu.int/dms pub/itu-
t/oth/06/15/T061500000A0015PDFE.pdf. Regarding the importance of single technical as well as single legal standards,
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see: Gercke, National, Regional and International Approaches in the Fight Against Cybercrime, Computer Law Review
International, 2008, page 7 et seq.

Additional Protocol to the Convention on cybercrime, concerning the criminalization of acts of a racist and xenophobic
nature committed through computer systems (CETS No. 189), available at: www.conventions.coe.int.

Since parties participating in the negotiation could not agree on a common position on the criminalization of the
dissemination of xenophobic material, provisions related to this topic were integrated into a First Protocol to the
Council of Europe Convention on Cybercrime.

See: Zittrain, History of Online Gatekeeping, Harvard Journal of Law & Technology, 2006, Vol. 19, No. 2, page 253 et
seq., available at: http://jolt.law.harvard.edu/articles/pdf/v19/19Harv)LTech253.pdf.

This was discussed for example within the famous Yahoo-decision. See: Poullet, The Yahoo! Inc. case or the revenge of
the law on the technology?, available at: www.juriscom.net/en/uni/doc/yahoo/poullet.htm; Goldsmith/Wu, Who
Controls the Internet?: lllusions of a Borderless World, 2006, page 2 et seq.

A possibility to circumvent geo-targeting strategies is the use of proxy servers that are located abroad.

The OpenNet Initiative is a transatlantic group of academic institutions that reports about Internet filtering and
surveillance. Among others, the Harvard Law School and the University of Oxford participate in the network. For more
information, see: www.opennet.net.

Haraszti, Preface, in Governing the Internet Freedom and Regulation in the OSCE Region, available at:
www.osce.org/publications/rfm/2007/07/25667 918 en.pdf.

See below:§ 4.

See, with regard to the costs of technical protection measures required to fight against spam: OECD, Spam Issues in
Developing Countries, DSTI/CP/ICCP/SPAM(2005)6/FINAL, 2005, page 4, available at
www.oecd.org/dataoecd/5/47/34935342.pdf.

Regarding cybersecurity in developing countries, see: World Information Society Report 2007, page 95, available at:
www.itu.int/osg/spu/publications/worldinformationsociety/2007/WISR07 full-free.pdf.

One example is spam. The term “spam” describes the process of sending out unsolicited bulk messages. For a more
precise definition, see: “ITU Survey on Anti-Spam Legislation Worldwide 2005”, page 5, available at:
www.itu.int/osg/spu/spam/legislation/Background Paper ITU Bueti Survey.pdf. Due to their limited resources, spam
may pose a more serious issue for developing countries than for industrialized countries. See: OECD, Spam Issue in
Developing Countries, DSTI/CP/ICCP/SPAM(2005)6/FINAL, 2005, page 4, available at:
www.oecd.org/dataoecd/5/47/34935342.pdf.

For more details about the elements of an anti-cybercrime strategy, see below:§ 4.
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2. The phenomena of cybercrime

2.1 Definitions

Bibliography (selected): Carter, Computer Crime Categories: How Techno-Criminals Operate, FBI Law
Enforcement Bulletin, 1995, page 21, available at: www.fiu.edu/~cohne/Theory%20F08/Ch%2014%20-
%20Types%200f%20computer%20crime.pdf; Charney, Computer Crime: Law Enforcement’s Shift from a
Corporeal Environment to the Intangible, Electronic World of Cyberspace, Federal Bar News, 1994,
Vol. 41, Issue 7, page 489 et seq., Chawki, Cybercrime in France: An Overview, 2005, available at:
www.crime-research.org/articles/cybercrime-in-france-overview/; Forst, Cybercrime: Appellate Court
Interpretations, 1999, page 1; Goodman, Why the Policy don’t care about Computer Crime, Harvard
Journal of Law & Technology, Vol. 10, No. 3; page 469; Goodman/Brenner, The Emerging Consensus on
Criminal Conduct in Cyberspace, International Journal of Law and Information Technology, 2002, Vol. 10,
No.2, page 144; Gordon/Ford, On the Definition and Classification of Cybercrime, Journal in Computer
Virology, Vol. 2, No. 1, 2006, page 13-20; Hale, Cybercrime: Facts & Figures Concerning this Global
Dilemma, CJI 2002, Vol. 18, available at:

www.cjcenter.org/cjcenter/publications/cji/archives/cji.ohp?id=37; Hayden, Cybercrime’s impact on
Information security, Cybercrime and Security, IA-3, page 3; Sieber in Organised Crime in Europe: The
Threat of Cybercrime, Situation Report 2004; Wilson, Botnets, Cybercrime, and Cyberterrorism:
Vulnerabilities and Policy Issues for Congress, 2007, page 4, available at:
www.fas.org/sgp/crs/terror/RL32114.pdf.

Most reports, guides or publications on cybercrime begin by defining the terms# “computer crime” and
“cybercrime” ® In this context, various approaches have been adopted in recent decades to develop a
precise definition for both terms.s2 Before providing an overview of the debate and evaluating the
approaches, it is useful to determine the relationship between “cybercrime” and “computer-related
crimes”.% Without going into detail at this stage, the term “cybercrime” is narrower than computer-
related crimes as it has to involve a computer network. Computer-related crimes cover even those
offences that bear no relation to a network, but only affect stand-alone computer systems.

During the 10t United Nations Congress on the Prevention of Crime and the Treatment of Offenders, two
definitions were developed within a related workshop:9! Cybercrime in a narrow sense (computer crime)
covers any illegal behaviour directed by means of electronic operations that target the security of
computer systems and the data processed by them. Cybercrime in a broader sense (computer-related
crimes) covers any illegal behaviour committed by means of, or in relation to, a computer system or
network, including such crimes as illegal possession and offering or distributing information by means of a
computer system or network.2

One common definition describes cybercrime as any activity in which computers or networks are a tool, a
target or a place of criminal activity.>3 There are several difficulties with this broad definition. It would, for
example, cover traditional crimes such as murder, if perchance the offender used a keyboard to hit and
kill the victim. Another broader definition is provided in Article 1.1 of the Stanford Draft International
Convention to Enhance Protection from Cyber Crime and Terrorism (the “Stanford Draft”),%* which points
out that cybercrime refers to acts in respect to cybersystems.

Some definitions try to take objectives or intentions into account and define cybercrime more precisely®,
such as “computer-mediated activities which are either illegal or considered illicit by certain parties and
which can be conducted through global electronic networks”.9” These more refined descriptions exclude
cases where physical hardware is used to commit regular crimes, but they risk excluding crimes that are
considered as cybercrime in international agreements such as the Commonwealth Model Law on
Computer and Computer-related Crime or the Council of Europe Convention on Cybercrime.®® For
example, a person who produces USB% devices containing malicious software that destroys data on
computers when the device is connected commits a crime as defined by Article 4 of the Convention on
Cybercrime.1® However, since the act of deleting data using a physical device to copy malicious code has
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not been committed through global electronic networks, it would not qualify as cybercrime under the
narrow definition above. Such acts would only qualify as cybercrime under a definition based on a
broader description, including acts such as illegal data interference.

The variety of approaches, as well as the related problems, demonstrates that there are considerable
difficulties in defining the terms “computer crime” and “cybercrime”.201 The term “cybercrime” is used to
describe a range of offences including traditional computer crimes, as well as network crimes. As these
crimes differ in many ways, there is no single criterion that could include all acts mentioned in the
different regional and international legal approaches to address the issue, whilst excluding traditional
crimes that are just facilitated by using hardware. The fact that there is no single definition of
“cybercrime” need not be important, as long as the term is not used as a legal term. % Instead of referring
to a definition, the following chapters will be based on a typology-related approach.

2.2 Typology of cybercrime

Bibliography: Big Data for Development: Challenges & Opportunities, UN Global Pulse, 2012; Chawki,
Cybercrime in France: An Overview, 2005, available at: www.crime-research.org/articles/cybercrime-in-
france-overview; Gordon/Ford, On the Definition and Classification of Cybercrime, Journal in Computer
Virology, Vol. 2, No. 1, 2006, page 13-20; Gordon/Hosmer/Siedsma/Rebovich, Assessing Technology,
Methods, and Information for Committing and Combating Cyber Crime, 2003, available at:
www.ncjrs.gov/pdffiles1/nij/grants/198421.pdf; Hartmann/Steup, The Vulnerability of UAVs to Cyber
Attacks — An Approach to the Risk Assessment, published in Podins/Stinissen/Maybaum, 5t International
Conference on Cyber Conflicts, 2013; Kim/Wampler/Goppert/Hwang/Aldridge, Cyber attack
vulnerabilities analysis for unmanned aerial vehicles, American Institute of Aeronautics and Astronautics,
2012; Sircar, Big Data: Countering Tomorrow’s Challenges, Infosys Labs Briefings, Vol. 11, No. 1, 2013;
Sieber in Organised Crime in Europe: The Threat of Cybercrime, Situation Report 2004.

The term “cybercrime” is used to cover a wide variety of criminal conduct.'®® As recognized crimes include
a broad range of different offences, it is difficult to develop a typology or classification system for
cybercrime.® One approach can be found in the Convention on Cybercrime,%s which distinguishes
between four different types of offences?os:

1. offences against the confidentiality, integrity and availability of computer data and systems;*%’
2. computer-related offences;!%®

3. content-related offences;!* and

4. copyright-related offences.!*®

This typology is not wholly consistent, as it is not based on a sole criterion to differentiate between
categories. Three categories focus on the object of legal protection: “offences against the confidentiality,
integrity and availability of computer data and systems”!!!; content-related offences'*?; and copyright-
related offences!3. The fourth category of “computer-related offences”!!* does not focus on the object of
legal protection, but on the method used to commit the crime. This inconsistency leads to some overlap

between categories.

In addition, some terms that are used to describe criminal acts (such as “cyberterrorism”! or

“phishing”!%) cover acts that fall within several categories. Nonetheless, the four categories can serve as
a useful basis for discussing the phenomena of cybercrime.

2.3 Development of computer crime and cybercrime

The criminal abuse of information technology and the necessary legal response are issues that have been
discussed ever since the technology was introduced. Over the last 50 years, various solutions have been
implemented at the national and regional levels. One of the reasons why the topic remains challenging is
the constant technical development, as well as the changing methods and ways in which the offences are
committed.
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2.3.1 The 1960s

In the 1960s, the introduction of transistor-based computer systems, which were smaller and less
expensive than vacuum-tube based machines, led to an increase in the use of computer technology.1” At
this early stage, offences focused on physical damage to computer systems and stored data.!!® Such
incidents were reported, for example, in Canada, where in 1969 a student riot caused a fire that
destroyed computer data hosted at the university.12® In the mid-1960s, the United States started a debate
on the creation of a central data-storage authority for all ministries.20 Within this context, possible
criminal abuse of databases!?! and the related risks to privacy!22 were discussed.123

2.3.2 The 1970s

In the 1970s, the use of computer systems and computer data increased further.124 At the end of the
decade, an estimated number of 100 000 mainframe computers were operating in the United States.12
With falling prices, computer technology was more widely used within administration and business, and
by the public. The 1970s were characterized by a shift from the traditional property crimes against
computer systems??6 that had dominated the 1960s, to new forms of crime.’2” While physical damage
continued to be a relevant form of criminal abuse against computer systems,2 new forms of computer
crime were recognized. They included the illegal use of computer systems!2 and the manipulation3° of
electronic data.3! The shift from manual to computer-operated transactions led to another new form of
crime — computer-related fraud.32 Already at this time, multimillion dollar losses were caused by
computer-related fraud. 33 Computer-related fraud, in particular, was a real challenge, and law-
enforcement agencies were investigating more and more cases.34 As the application of existing legislation
in computer-crime cases led to difficulties, 35 a debate about legal solutions started in different parts of
the world.’3¢ The United States discussed a draft bill designed specifically to address cybercrime.13?
Interpol discussed the phenomena and possibilities for legal response.138

2.3.3 The 1980s

In the 1980s, personal computers became more and more popular. With this development, the number of
computer systems and hence the number of potential targets for criminals again increased. For the first
time, the targets included a broad range of critical infrastructure.’3® One of the side effects of the spread
of computer systems was an increasing interest in software, resulting in the emergence of the first forms
of software piracy and crimes related to patents.14 The interconnection of computer systems brought
about new types of offence.’! Networks enabled offenders to enter a computer system without being
present at the crime scene.l®2In addition, the possibility of distributing software through networks
enabled offenders to spread malicious software, and more and more computer viruses were
discovered.143 Countries started the process of updating their legislation so as to meet the requirements
of a changing criminal environment.2# International organizations also got involved in the process.
OECD5 and the Council of Europel#set up study groups to analyse the phenomena and evaluate
possibilities for legal response.

2.3.4 The 1990s

The introduction of the graphical interface (“WWW?”) in the 1990s that was followed by a rapid growth in
the number of Internet users led to new challenges. Information legally made available in one country
was available globally — even in countries where the publication of such information was criminalized.1#
Another concern associated with online services that turned out to be especially challenging in the
investigation of transnational crime was the speed of information exchange.8 Finally, the distribution of
child pornography moved from physical exchange of books and tapes to online distribution through
websites and Internet services.’* While computer crimes were in general local crimes, the Internet turned
electronic crimes into transnational crime. As a result, the international community tackled the issue
more intensively. UN General Assembly Resolution 45/121 adopted in 1990%° and the manual for the
prevention and control of computer-related crimes issued in 1994 are just two examples.15!
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2.3.5 The 21* Century

As in each preceding decade, new trends in computer crime and cybercrime continued to be discovered in
the 21st century. The first decade of the new millennium was dominated by new, highly sophisticated
methods of committing crimes, such as “phishing”,’52 and “botnet attacks”,’s3 and the emerging use of
technology that is more difficult for law enforcement to handle and investigate, such as “voice-over-IP
(VolP) communication”154 and “cloud computing”.2%5 It is not only the methods that changed, but also the
impact. As offenders became able to automate attacks, the number of offences increased. Countries and
regional and international organizations have responded to the growing challenges and given response to
cybercrime high priority. New developments like “big datas¢”, “drones!>”” and “wearables” are areas that
will most likely move even more into the focus of offenders in the future.

2.4 Extent and impact of cybercrime offences

Bibliography (selected): Alvazzi del Frate, Crime and criminal justice statistics challenges in
Harrendorf/Heiskanen/Malby, International Statistics on Crime and Justice, 2010, page 168, available at:
www.unodc.org/documents/data-and-analysis/Crime-

statistics/International Statistics on Crime _and Justice.pdf; Collier/Spaul, Problems in Policing
Computer  Crime, Policing and  Society, 1992, Vol.2, page, 308, available at:
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.66.1620&rep=rep1&type=pdf;
Hyde-Bales/Morris/Charlton, The police recording of computer crime, UK Home Office Development and
Practice Report, 2004; Maguire in Maguire/Morgan/Reiner, The Oxford Handbook of Criminology, 2007,
page 241 et seq. available at: www.oup.com/uk/orc/bin/9780199205431/maguire chapl0.pdf;
Mitchison/Urry, Crime and Abuse in e-Business, IPTS Report, available at:
www.jrc.es/home/report/english/articles/vol57/ICT2E576.htm; Osborne/Wernicke, Introduction to Crime
Analysis, 2003, page 1 et seq. available at: www.crim.umontreal.ca/cours/cri3013/osborne.pdf; Walden,
Computer Crimes and Digital Investigations, 2006, Chapter 1.29.

Crime statistics can be used by academia and policy-makers as a basis for discussion and for the ensuing
decision-making process.’s® Furthermore, access to precise information on the true extent of cybercrime
would enable law-enforcement agencies to improve anti-cybercrime strategies, deter potential attacks
and enact more appropriate and effective legislation. However, it is difficult to quantify the impact of
cybercrime on society on the basis of the number of offences carried out in a given time-frame.?*® Such
data can in general be taken from crime statistics and surveys,° but both these sources come with
challenges when it comes to using them for formulating policy recommendations.

2.4.1 Crime statistics

The following numbers have been extracted from national crime statistics. As further discussed below,
they are not intended to be representative of either the global development of cybercrime or of the true
extent of cybercrime at the national level, and are thus presented only to provide an insight into country
information.

e For 2013 the US Internet Complaint Center reports a 48.8 per cent increase in reported losses
compared with 2012.161

e German Crime Statistics indicate that the overall number of Internet-related crimes increased by
12.2 per cent in 2013 compared with 2012162

It is unclear how representative the statistics are and whether they provide reliable information on the
extent of crime.162 There are several difficulties associated with determining the global threat of
cybercrime on the basis of crime statistics.264

First of all, crime statistics are generally created at the national level and do not reflect the international
scope of the issue. Even though it would theoretically be possible to combine the available data, such an
approach would not yield reliable information because of variations in legislation and recording
practices. 165 Combining and comparing national crime statistics requires a certain degree of
compatibilityes that is missing when it comes to cybercrime. Even if cybercrime data are recorded, they
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are not necessarily listed as a separate figure.1s” Furthermore, statistics only list crimes that are detected
and reported.168 Especially with regard to cybercrime, there are concerns that the number of unreported
cases is significant.1® Businesses may fear that negative publicity could damage their reputation.'’® If a
company announces that hackers have accessed their server, customers may lose faith. The full costs and
consequences could be greater than the losses caused by the hacking attack. On the other hand, if
offenders are not reported and prosecuted, they may go on to re-offend. Victims may not believe that
law-enforcement agencies will be able to identify offenders.?”® Comparing the large number of
cybercrimes with the few successful investigations, they may see little point in reporting offences.’? As
automation of attacks enables cybercriminals to pursue a strategy of reaping large profits from many
attacks targeting small amounts (e.g. as is the case with advance fee fraud'’®), the possible impact of
unreported crimes could be significant. For only small amounts, victims may prefer not to go through
time-consuming reporting procedures. Reported cases are often the ones that involve very large
amounts.'’*

In summary, statistical information is useful to draw attention to the continuing and growing importance
of the issue, and it is necessary to point out that one of the major challenges related to cybercrime is the
lack of reliable information on the extent of the problem, as well as on arrests, prosecutions and
convictions. As already stated, crime statistics often do not list offences separately, and available statistics
on the impact of cybercrime are in general unable to provide reliable information about the scale or
extent of offences at a level sufficient for policy-makers.'’> Without such data, it is difficult to quantify the
impact of cybercrime on society and to develop strategies to address the issue.'’® Nevertheless, the
statistics can serve as a basis for determining trends, which can be found by comparing results over
several years, and serve as guidance with regard to the process of reporting cybercrime.1”?

2.4.2 Surveys

The following numbers have been extracted from different surveys. As further discussed below, they are
not necessarily representative, and are thus presented only to give an insight into the results of such
surveys.

e Credit card and bank account information are among the most popular information advertised on
underground economy services. The prices range between USD 0.85-USD 30 (single credit card
information) and USD 15-USD 850 (single bank account information).178

e In 2007, auction fraud was among the top Internet scams in the US, with an average loss of more
than USD 1 000 per case.”®

e In 2005, losses as a result of identity-related offences in the US totalled USD 56.6 billion.*&

e The financial and personal cost of cybercrime varies significantly among single incidents in
Ireland, generating aggregate costs of over EUR 250 000.18!

e Asingle computer security company created more than 450 000 new malicious code signatures in
a single quarter.182

e A quarter of all companies responding to a questionnaire in 2010 reported operational losses as a
result of cybercrime.183

e Decreasing number of denial-of-service and computer-virus attacks reported by security
professionals between 2004 and 2008.184

e In 2009, the United States, China, Brazil, Germany and India were among the countries reporting
most malicious activities.185

e In 2014, the global annual loss due to cybercrime was estimated between 375 and 575 billion
USD.186

e With an estimated loss equivalent to 1.6 per cent of the whole GDP, Germany is the country most
affected by cybercrime. 87 In the US, the losses are an estimated 0.64 per cent of the GDP, in
Brazil 0.32 per cent of the GDP and in Kenya 0.01 per cent. 188
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e The average cost of data breaches are 136 USD per capita. 189 As a consequence of a single hacking
attack related to a customer database the company Sony experienced direct costs of around
170 000 000 USD. 10

There are several concerns related to the use of such surveys in determining the extent and impact of
cybercrime.

It is very difficult to provide reliable estimations of financial losses. Some sources estimate losses to
businesses and institutions in the United States!®! due to cybercrime to be as high as USD 67 billion in a
single year; however, it is uncertain whether the extrapolation of sample survey results is justifiable.'*?
This methodological criticism applies not only to losses, but also to the number of recognized offences.

Another difficulty related to statistical information is the fact that very often either unreliable or non-
verifiable information is repeatedly quoted. One example of this relates to statistical information on the
commercial aspects of Internet child pornography. Several analyses quote, for example, that
TopTenReviews estimated that Internet child pornography generates USD 2.5 billion annually
worldwide.1% Yet TopTenReviews does not provide any background information on how the research was
undertaken. Bearing in mind that TopTenReview claims on its website that the company “gives you the
information you need to make a smart purchase. We make a recommendation for the best product in each
category. Through our side-by-side comparison charts, news, articles, and videos we simplify the buying
process for consumers”, there may be serious concerns as to the use of such data. Another example of
figures quoted without verifiable reference was discovered by the Wall Street Journal in 2006.1% While
investigating a quotation that child pornography is a multi-billion dollar business (USD 20 billion a year),
the journalist reported that two main documents containing information about revenues from
USD 3 billion to 20 billion — a publication from NCMEC and one from the Council of Europe — referred to
institutions that did not confirm the numbers.

As surveys often only count incidents without providing further information or details, it is difficult to
draw conclusions with regard to trends. One example is the United States CSI**> Computer Crime and
Security Survey 2007 that analyses the number of computer-related offences committed, among other
trends.’® It is based on the responses of 494 computer security practitioners from US corporations,
government agencies and financial institutions in the US.!®’ The survey documents the number of
offences reported by respondents between 2000 and 2007. It shows that, since 2001, the proportion of
respondents who experienced and acknowledged virus attacks or unauthorized access to information (or
system penetration) decreased. The survey does not explain why this decrease has occurred.

The surveys on cybercrime are unable to provide reliable information about the scale or extent of
offences.'®® The uncertainty about the extent to which offences are reported by targets'®®, as well as the
fact that no explanation for the reducing numbers of cybercrimes can be found, render these statistics
open to interpretation. At present, there is insufficient evidence for predictions on future trends and
developments.

2.5 Offences against the confidentiality, integrity and availability of computer data
and systems

Bibliography (selected): Chawki/Abdel Wahab, Identity Theft in Cyberspace: Issues and Solutions,
page 17, Lex Electronica, Vol. 11, No. 1, 2006, available at: www.lex-electronica.org/articles/v11-
1/chawki abdel-wahab.pdf; Ealy, A New Evolution in Hack Attacks: A General Overview of Types,
Methods, Tools, and Prevention, available at: www.212cafe.com/download/e-book/A.pdf; Granger, Social
Engineering Fundamentals, Part |: Hacker Tactics, Security Focus, 2001, available at:
www.securityfocus.com/infocus/1527; Goodman/Brenner, The Emerging Consensus on Criminal Conduct
in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1; Hackworth, Spyware, Cybercrime &
Security, 1lA-4; Kabay, A Brief History of Computer Crime: An Introduction for Students, 2008;
Ollmann, The Phishing Guide Understanding & Preventing Phishing Attacks,
available at:  www.nextgenss.com/papers/NISR-WP-Phishing.pdf; Paxson, An  Analysis of
Using Reflectors for Distributed Denial-of-Service Attacks, available at:
www.icir.org/vern/papers/reflectors.CCR.01/reflectors.html; Sieber, Council of Europe Organised Crime
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Report 2004; Szor, The Art of Computer Virus Research and Defence, 2005; Urbas/Krone, Mobile and
wireless technologies: security and risk factors, Australian Institute of Criminology, 2006, available at:
www.aic.gov.au/publications/tandi2/tandi329t.html; Walden, Computer Crimes and Digital
Investigations, 2006, Chapter 3.250; Yee, Juvenile Computer Crime — Hacking: Criminal and Civil Liability,
Comm/Ent Law Journal, Vol. 7, 1984, page 336 et seq.

All offences in this category are directed against (at least) one of the three legal principles of
confidentiality, integrity and availability. Unlike crimes that have been covered by criminal law for
centuries (such as theft or murder), the computerization of offences is relatively recent, as computer
systems and computer data were only developed around 60 years ago.’®® The effective prosecution of
these acts requires that existing criminal law provisions not only protect tangible items and physical
documents from manipulation, but also extend to include these new legal principles.?°! This section gives
an overview of the most commonly occurring offences included in this category.

2.5.1 lllegal access (hacking, cracking)?®?

The offence described as “hacking” refers to unlawful access to a computer system203, one of oldest
computer-related crimes.24 Following the development of computer networks (especially the Internet),
this crime has become a mass phenomenon.?%® Famous targets of hacking attacks include the US National
Aeronautics and Space Administration (NASA), the US Air Force, the Pentagon, Yahoo, Google, eBay and
the German Government.?%

Examples of hacking offences include breaking the password of password-protected websites?®” and
circumventing password protection on a computer system. But acts related to the term “hacking” also
include preparatory acts such as the use of faulty hardware or software implementation to illegally obtain
a password to enter a computer system?%, setting up “spoofing” websites to make users disclose their
passwords?® and installing hardware and software-based keylogging methods (e.g. “keyloggers”) that
record every keystroke — and consequently any passwords used on the computer and/or device.21

The motivation of offenders varies. Some offenders limit their activities to circumventing security
measures only in order to prove their abilities.2!? Others act through political motivation (known as
“hacktivism”?2) — one example is a recent incident involving the main United Nations website.?!* In most
cases, though, the motivation of the offender is not limited to illicit access to a computer system.
Offenders use this access to commit further crimes, such as data espionage, data manipulation or denial-
of-service (DoS) attacks.?'* In most cases, illegal access to the computer system is only a vital first step.21s

Many analysts recognize a rising number of attempts to illegally access computer systems, with over
250 million incidents recorded worldwide during the month of August 2007 alone.t¢ Three main factors
have supported the increasing number of hacking attacks: inadequate and incomplete protection of
computer systems, development of software tools that automate the attacks, and the growing role of
private computers as a target of hacking attacks.

Inadequate and incomplete protection of computer systems

Hundreds of millions of computers are connected to the Internet, and many computer systems are
without adequate protection in place to prevent illegal access.22? Analysis carried out by the University of
Maryland suggests that an unprotected computer system that is connected to the Internet is likely to
experience attack within less than a minute.?!® The installation of protective measures can lower the risk,
but successful attacks against well-protected computer systems prove that technical protection measures
can never completely stop attacks.?%

Development of software tools that automate the attacks

Recently, software tools are being used to automate attacks.??° With the help of software and pre-
installed attacks, a single offender can attack thousands of computer systems in a single day using one
computer.2?! If the offender has access to more computers — e.g. through a botnet???— he/she can
increase the scale still further. Since most of these software tools use preset methods of attacks, not all
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attacks prove successful. Users that update their operating systems and software applications on a regular
basis reduce their risk of falling victim to these broad-based attacks, as the companies developing
protection software analyse attack tools and prepare for the standardized hacking attacks.

High-profile attacks are often based on individually-designed attacks. The success of those attacks is often
not the result of highly sophisticated methods, but the number of attacked computer systems. Tools
enabling these standardized attacks are widely available over the Internet?22 — some for free, but efficient
tools can easily cost several thousand US dollars.22¢ One example is a hacking tool that allows the offender
to define a range of IP-addresses (e.g. from 111.2.0.0 to 111.9.253.253). The software allows for the
scanning for unprotected ports of all computers using one of the defined IP-addresses.22

The growing role of private computers as a target of hacking attacks

Access to a computer system is often not the primary motivation of an attack.226 Since business computers
are generally better protected than private computers, attacks on business computers are more difficult
to carry out using pre-configured software tools.??” Over the past few years, offenders have focused their
attacks increasingly on private computers, since many private computers are inadequately protected.
Further, private computers often contain sensitive information (e.g. credit card and bank account details).
Offenders are also targeting private computers because, after a successful attack, offenders can include
the computer in their botnet and use the computer for further criminal activities.??®

Illegal access to a computer system may be viewed as analogous to illegal access to a building and is
recognized as a criminal offence in many countries.??® Analysis of different approaches to the
criminalization of computer access shows that enacted provisions in some cases confuse illegal access
with subsequent offences or attempt to limit criminalization of illegal access to grave violations only.
Some provisions criminalize the initial access, while other approaches limit the criminal offence only to
those cases where the accessed system is protected by security measures?®® or the perpetrator has
harmful intentions®3! or data was obtained, modified or damaged. Other legal systems do not criminalize
mere access, but focus on subsequent offences.?*?

The growing role of private computers as a target of hacking attacks

A more recent analysis shows a trend towards more sophisticated and targeted attacks in addition to the
broad and wide-scale attacks that have dominated previous decades.z33 While large scale attacks are
following an opportunistic approach and can easier be carried out, targeted attacks will require more
energy from the offender but are significantly more effective and damaging234 for the victim.23

2.5.2 lllegal data acquisition (data espionage)

Sensitive information is often stored in computer systems. If the computer system is connected to the
Internet, offenders can try to access this information via the Internet from almost any place in the
world.?3® The Internet is increasingly used to obtain trade secrets.??’ The value of sensitive information
and the ability to access it remotely makes data espionage highly interesting. In the 1980s, a number of
German hackers succeeded in entering US government and military computer systems, obtaining secret
information and selling this information to agents from a different country.238

Offenders use various techniques to access victims’ computers,? including software to scan for
unprotected ports 2*° or circumvent protection measures,?! as well as “social engineering”.?* The last
approach especially, which refers to a non-technical kind of intrusion that relies heavily on human
interaction and often involves tricking other people into breaking normal security procedures, is
interesting as it not based on technical means.2s3 In the context of illegal access it describes the
manipulation of human beings with the intention of gaining access to computer systems.24 Social
engineering is usually very successful, because the weakest link in computer security is often the users
operating the computer system. One example is “phishing”, which has recently become a key crime
committed in cyberspace?ss and describes attempts to fraudulently acquire sensitive information (such as
passwords) by masquerading as a trustworthy person or business (e.g. financial institution) in a seemingly
official electronic communication.
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Although the human vulnerability of users opens the door to the risk of scams, it also offers solutions.
Well-educated computer users are not easy victims for offenders using social engineering. As a
consequence, user education should be an essential part of any anti-cybercrime strategy.?*® In addition,
technical measures can be taken to prevent illegal access. OECD highlights the importance of
cryptography for users, as cryptography can help improve data protection.?*” If the person or organization
storing information uses proper protection measures, cryptographic protection can be more efficient than
any physical protection.?*® The success of offenders in obtaining sensitive information is often due to the
absence of protection measures. Since important information is increasingly being stored in computer
systems, it is essential to evaluate whether the technical protection measures taken by the users are
adequate, or if law-makers need to establish additional protection by criminalizing data espionage.24

Although offenders usually target business secrets, data stored on private computers are also increasingly
targeted.”° Private users often store bank-account and credit-card information on their computer.??
Offenders can use this information for their own purposes (e.g. bank-account details to make money
transfers) or sell it to a third party.?*? Credit-card records are for example sold for up to USD 60.2%3
Hackers’ focus on private computers is interesting, as the profits from business secrets are generally
higher than the profits to be made from obtaining or selling single credit-card information. However, since
private computers are generally less well protected, data espionage based on private computers is likely
to become even more profitable.

There are two approaches to obtaining information. Offenders can access a computer system or data
storage device and extract information; or try to manipulate the user to make them disclose the
information or access codes that enable offenders to access information (“phishing”).

Offenders often use computer tools installed on victims’ computers or malicious software called spyware
to transmit data to them.?®* Various types of spyware have been discovered over recent years, such as
keyloggers.?>> Keyloggers are software tools that record every keystroke typed on an infected computer’s
keyboard.?*® Some keyloggers send all recorded information to the offender, as soon as the computer is
connected to the Internet. Others perform an initial sort and analysis of the data recorded (e.g. focusing
on potential credit-card information?>’) to transmit only major data discovered. Similar devices are also
available as hardware devices that are plugged in between the keyboard and the computer system to
record keystrokes on the keyboard. Hardware-based keyloggers are more difficult to install and detect, as
they require physical access to the computer system.28 However, classical anti-spyware and anti-virus
software is largely unable to identify them.?*®

Apart from accessing computer systems, offenders can also obtain data by manipulating the user.
Recently, offenders have developed effective scams to obtain secret information (e.g. bank-account
information and credit-card data) by manipulating users using social engineering techniques.?®° “Phishing”
has recently become one of the most important crimes related to cyberspace.?®! The term “phishing” is
used to describe a type of crime that is characterized by attempts to fraudulently acquire sensitive
information, such as passwords, by masquerading as a trustworthy person or business (e.g. financial
institution) in an apparently official electronic communication.?%?

Developments such as “big data”, where companies collect large amounts of data in order to carry out
sophisticated analysis changed the relevance of data breaches in the threat landscape. If offenders get
access to large databases with personal data of customers the mere data breach can lead to significant
costs for the affected company — even if the offenders don’t use the data to commit further offences.263
The average cost of data breaches is 136 USD per capita. 264 As a consequence of a single hacking attack
related to a customer database, the Sony company experienced direct costs of around
170 000 000 USD.265

Research published in 2014 indicates that the amount of data available on cyber black markets, which
were obtained through data breaches, include credentials from up to 360 million accounts.266
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2.5.3 lllegal interception

Offenders can intercept communications between users?’ (such as e-mails) or other forms of data
transfers (when users upload data onto webservers or access web-based external storage media®®®) in
order to record the information exchanged. In this context, offenders can in general target any
communication infrastructure (e.g. fixed lines or wireless) and any Internet service (e.g. e-mail, chat or
VolP communications?®),

Most data-transfer processes among Internet infrastructure providers or Internet service providers are
well protected and difficult to intercept.2”° However, offenders search for weak points in the system.
Wireless technologies are enjoying greater popularity and have in the past proved vulnerable.?’!
Nowadays, hotels, restaurants and bars offer customers Internet access through wireless access points.
However, the signals in the data exchanges between the computer and the access point can be received
within a radius of up to 100 metres.?’”? Offenders who wish to intercept a data-exchange process can do
so from any location within this radius. Even where wireless communications are encrypted, offenders
may be able to decrypt the recorded data.?’®

To gain access to sensitive information, some offenders set up access points close to locations where
there is a high demand for wireless access?™* (e.g. near bars and hotels). The station location is often
named in such a way that users searching for an Internet access point are more likely to choose the
fraudulent access point. If users rely on the access provider to ensure the security of their communication
without implementing their own security measures, offenders can easily intercept communications.

The use of fixed lines does not prevent offenders from intercepting communications. ?’> Data
transmissions passing along a wire emit electromagnetic energy.?’® If offenders use the right equipment,
they can detect and record these emissions?’” and may be able to record data transfers between users’
computers and the connected system, and also within the computer system.?’

Most countries have moved to protect the use of telecommunication services by criminalizing the illegal
interception of phone conversations. However, given the growing popularity of IP-based services, law-
makers may need to evaluate to what extent similar protection is offered to IP-based services.?”®

2.5.4 Data interference

Computer data are vital for private users, businesses and administrations, all of which depend on the
integrity and availability of data.220 Lack of access to data can result in considerable (financial) damage.
Offenders can violate the integrity of data and interfere with them by deleting, suppressing or altering
computer data.”® One common example of the deletion of data is the computer virus.?®2 Ever since
computer technology was first developed, computer viruses have threatened users who failed to install
proper protection.?®? Since then, the number of computer viruses has risen significantly.?®* Not only has
the number of virus attacks increased, but also the techniques and functions of viruses (payload?®) have
changed.

Previously, computer viruses were distributed through storage devices such as floppy disks, whilst today
most viruses are distributed via the Internet as attachments either to e-mails or to files that users
download.?® These efficient new methods of distribution have massively accelerated virus infection and
vastly increased the number of infected computer systems. The computer worm SQL Slammer?®” was
estimated to have infected 90 per cent of vulnerable computer systems within the first 10 minutes of its
distribution.?® The financial damage caused by virus attacks in 2000 alone was estimated to amount to
some USD 17 billion.?®° In 2003, it was still more than USD 12 billion.2%

Most first-generation computer viruses either deleted information or displayed messages. Recently,
payloads have diversified.2t Modern viruses are able to install back-doors enabling offenders to take
remote control of the victim’s computer or encrypt files so that victims are denied access to their own
files, until they pay money to receive the key.?%?
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Based on reports published by security companies the number of computer viruses and other forms of
malicious software increases continuously with up to 30 million new malware strings per year.23
Kaspersky reports that in 2013 they detected more than 300 000 new malicious files every day.2®* The fact
that most of those numbers are published by security companies that sell anti-virus software is certainly a
challenge when determining the reliability of such data. But the development indicates that decades after
the first computer virus was discovered malicious software is still a major challenge for Internet safety.

2.5.5  System interference

The same concerns over attacks against computer data apply to attacks against computer systems. More
businesses are incorporating Internet services into their production processes, with benefits of 24-hour
availability and worldwide accessibility.>> If offenders succeed in preventing computer systems from
operating smoothly, this can result in great financial losses for victims.?%

Attacks can be carried out by physical attacks on the computer system.?’ If offenders are able to access
the computer system, they can destroy hardware. For most criminal legal systems, remote physical cases
do not pose major problems, as they are similar to classic cases of damage or destruction of property.
However, for highly profitable e-commerce businesses, the financial damages caused by attacks on the
computer system are often far greater than the mere cost of computer hardware.?*®

More challenging for legal systems are web-based scams. Examples of these remote attacks against
computer systems include computer worms?®® and denial-of-service (DoS) attacks.3®

Computer worms3%! are a subgroup of malware (like computer viruses). They are self-replicating
computer programs that harm the network by initiating multiple data-transfer processes. They can
influence computer systems by hindering the smooth running of the computer system, using system
resources to replicate themselves over the Internet or generating network traffic that can close down
availability of certain services (such as websites).

While computer worms generally influence the whole network without targeting specific computer
systems, DoS attacks target specific computer systems. A DoS attack makes computer resources
unavailable to their intended users.3%? By targeting a computer system with more requests than the
computer system can handle, offenders can prevent users from accessing the computer system, checking
e-mails, reading the news, booking a flight or downloading files. In 2000, within a short time, several DoS
attacks were launched against well-known companies such as CNN, eBay and Amazon.3% Similar attacks
were reported in 2009 on government and commercial websites in the US and South Korea.?* As a result,
some of the services were not available for several hours and even days.30

The prosecution of DoS and computer-worm attacks poses serious challenges to most criminal law
systems, as these attacks may not involve any physical impact on computer systems. Apart from the basic
need to criminalize web-based attacks,?% the question of whether the prevention and prosecution of
attacks against critical infrastructure needs a separate legislative approach is under discussion.

Despite the development of technical prevention tools and mitigation strategies denial of service attacks
remain a challenge for companies and government institutions. Some researches indicate that the threat
of such attacks and the related costs are increasing.3?

2.6 Content-related offences
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This category covers content that is considered illegal, including child pornography, xenophobic material
or insults related to religious symbols.3% The development of legal instruments to deal with this category
is far more influenced by national approaches, which can take into account fundamental cultural and legal
principles. For illegal content, value systems and legal systems differ extensively between societies. The
dissemination of xenophobic material is illegal in many European countries,3® but can be protected by
the principle of freedom of speech31 in the United States.3!! The use of derogatory remarks in respect of
the Holy Prophet is criminal in many Arabic countries, but not in some European countries.312

Legal approaches to criminalize the illegal content should not interfere with the right to freedom of
expression. The right to freedom of expression is for example defined by principle 1 (b) of the
Johannesburg Principles on National Security and Freedom of Expression.313 However, principle 1 (c)
clarifies that the right to freedom of expression may be subject to restrictions. While a criminalization of
illegal content is therefore not per se precluded, it has to be strictly limited. Such limitations are especially
discussed with regard to the criminalization of defamation.34 The 2008 Joint Declaration of the UN Special
Rapporteur on Freedom of Opinion and Expression and others points out that vague notions such as
providing communications and the glorification or promotion of terrorism or extremism should not be
criminalized.31s

These legal challenges are complex, as information made available by one computer user in one country
can be accessed from nearly anywhere in the world.3! If “offenders” create content that is illegal in some
countries, but not in the country they are operating from, prosecution of the “offenders” is difficult, or
impossible.3’

There is much lack of agreement regarding the content of material and to what degree specific acts
should be criminalized. The different national views and difficulties in prosecuting violations committed
outside the territory of an investigating country have contributed to the blocking of certain types of
content on the Internet. Where agreement exists on preventing access to websites with illegal content
hosted outside the country, states can maintain strict laws, block websites and filter content.38

There are various approaches to filter systems. One solution requires access providers to install programs
analysing the websites being visited and to block websites on a blacklist.3'® Another solution is the
installation of filter software on users’ computers (a useful approach for parents who wish to control the
content their children can view, as well as for libraries and public Internet terminals).32°

Attempts to control content on the Internet are not limited to certain types of content that are widely
accepted to be illegal. Some countries use filter technology to restrict access to websites addressing
political topics. OpenNet Initiative3?! reports that censorship is currently practised by about two dozen
countries.3??

2.6.1 Erotic or pornographic material (excluding child pornography)

Sexually-related content was among the first content to be commercially distributed over the Internet,
which offers advantages to retailers of erotic and pornographic material including:

e exchange of media (such as pictures, movies, live coverage) without the need for cost-intensive
shipping;3*

324

e worldwide>* access, reaching a significantly larger number of customers than retail shops;
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e the Internet is often viewed as an anonymous medium (often erroneously®*®) — an aspect that
consumers of pornography appreciate, in view of prevailing social opinions.

Recent research has identified as many as 4.2 million pornographic websites that may be available on the
Internet at any time.3%® Besides websites, pornographic material can be distributed through file-sharing
systems®?” and instant messaging systems.

Different countries criminalize erotic and pornographic material to different extents. Some countries
permit the exchange of pornographic material among adults and limit criminalization to cases where
minors access this kind of material,®?® seeking to protect minors.32 Studies indicate that child access to
pornographic material could negatively influence their development.33° To comply with these laws, “adult
verification systems” have been developed.33! Other countries criminalize any exchange of pornographic
material even among adults,?32 without focusing on specific groups (such as minors).

For countries that criminalize interaction with pornographic material, preventing access to pornographic
material is a challenge. Beyond the Internet, authorities can in many instances detect and prosecute
violations of the prohibition of pornographic material. On the Internet, however, as pornographic material
is often readily available on servers outside the country, enforcement is difficult. Even where authorities
are able to identify websites containing pornographic material, they may have no powers to enforce
removal of offensive content by providers.

The principle of national sovereignty does not generally permit a country to carry out investigations
within the territory of another country, without permission from local authorities.®* Even when
authorities seek the support of countries where offensive websites are hosted, successful investigation

and criminal sanctions may be hindered by the principle of “dual criminality”.33*

To prevent access to pornographic content, countries with exceptionally strict laws are often limited to
prevention (such as filter technology33) to limit access to certain websites.33¢

2.6.2 Child pornography

The Internet has become a prime channel for the distribution of child pornography. In the 1970s and
1980s, offenders engaging in the exchange of child pornography faced serious threats.33” At that time, the
commercial child pornography market focused mainly on Europe and the US*2and the material was
locally produced, expensive and difficult to obtain.33° Approaches to buy or sell child pornography entailed
a number of risks that no longer — or at least not to a degree — exist today. In the past, producers did not
have the capability to develop photography and films.3*° They were dependent on services offered by
businesses, which increased the chances of law-enforcement agents identifying child pornography
through reports from businesses handling the development.3*! The availability of video cameras changed
this situation for the first time.34? But the risks were not only related to production. Getting access to child
pornography was similarly fraught with risks for the offender. Orders were placed by responding to
advertisements in newspapers.3** Means of communication between seller and collector, and hence the
market itself, were limited.3* Until the mid-1990s, child pornography was primarily transported through
postal services, and successful investigations led to the detection of a significant number of offenders.34
In the view of experts, law enforcement was at that time able to meet the challenges.34

The situation changes dramatically with the availability of Internet-based data-exchange applications.
While in the past, law enforcement was confronted with analogue material, today the vast majority of
discovered material is digital.>*” Since the mid-1990s, offenders have increasingly used network services
for the distribution of such material.3*® The resulting problems in terms of detecting and investigating
child-pornography cases have been acknowledged.?* The Internet is today the main channel for trading
regular pornography®>° as well as child pornography.3>!

Several reasons for the shift from analogue to digital distribution can be identified. The Internet gives less
technically skilled users the impression they can act invisibly from others. If the offender does not employ
anonymous communication technology, this impression is erroneous. But the fact that using sophisticated
means of anonymous communication can hinder the identification of the offender is a matter of concern
in respect of the exchange of child pornography online.3?In addition, this development has been
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supported by the decreasing price of technical devices and services used for the production and trading of
child pornography, such as recording equipment and hosting services.3*® Since websites and Internet
services are open to around two billion Internet users, the number of potential customers has also
expanded.?>* There are concerns that the fact that access is easier attracts people who would not have
taken the risk of being caught trying to obtain child pornography outside the Internet.3>® With the shift
from analogue to digital media, an increasing number of child-pornography images discovered through
investigations were reported.3>® Another aspect that probably supported this development is the fact that
digital information can in general be duplicated without a loss of quality.3>” While in the past consumers
of child pornography wishing to duplicate and trade the material were hindered by the loss in quality from
reproduction, today a downloaded file can become the source for further duplications. One of the
consequences of this development is that, even when the offender who produced the material in the first
place is arrested and his files are confiscated, it becomes difficult to “remove” files once they have been
traded over the Internet.3®

In contrast to differing views on adult pornography, child pornography is broadly condemned and
offences related to child pornography are widely recognized as criminal acts. 35° International
organizations are engaged in the fight against online child pornography,3®® with several international legal
initiatives, including: the 1989 United Nations Convention on the Rights of the Child;*®! the 2003
European Union Council Framework Decision on combating the sexual exploitation of children and child
pornography;*®? and the 2007 Council of Europe Convention on the Protection of Children against Sexual
Exploitation and Sexual Abuse, among others.363

Sadly, these initiatives seeking to control the network distribution of pornography have proved little
deterrent to perpetrators, who use the Internet to communicate and exchange child pornography.3% An
increase in bandwidth has supported the exchange of movies and picture archives.

Research into the behaviour of child pornography offenders shows that 15 per cent of arrested people
with Internet-related child pornography in their possession had more than 1 000 pictures on their
computer; 80 per cent had pictures of children aged between 6 and 12 years on their computer;3 19 per
cent had pictures of children younger than the age of 3%, and 21 per cent had pictures depicting
violence.3¢’

The sale of child pornography is highly profitable,*®® with collectors willing to pay great amounts for
movies and pictures depicting children in a sexual context.3® Search engines find such material quickly.3”°
Most material is exchanged in password-protected closed forums, which regular users and law-
enforcement agencies can rarely access. Undercover operations are thus vital in the fight against child
pornography.3”!

Two key factors in the use of ICTs for the exchange of child pornography act as obstacles to the
investigation of these crimes:

1 The use of virtual currencies and anonymous payments”2

Cash payment enables buyers of certain goods to hide their identity, so cash is dominant in many criminal
businesses. The demand for anonymous payments has led to the development of virtual payment systems
and virtual currencies enabling anonymous payment.3’3 Virtual currencies may not require identification
and validation, preventing law-enforcement agencies from tracing money flows back to offenders.
Recently, a number of child pornography investigations have succeeded in using traces left by payments
to identify offenders.3’* However, where offenders make anonymous payments, it is difficult for them to
be tracked.3s If such anonymous currencies are used by criminals it restricts the ability of law
enforcement to identify suspects by following money transfers3’s— for example in cases related to
commercial child pornography.377
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2 The use of encryption technology37s

Perpetrators are increasingly encrypting their messages. Law-enforcement agencies note that offenders
are using encryption technology to protect information stored on their hard disks,3”® seriously hindering
criminal investigations.3&

In addition to a broad criminalization of acts related to child pornography, other approaches such as the
implementation of obligations on Internet services to register users or to block or filter the access to
websites related to child pornography are currently under discussion.3s!

2.6.3 Racism, hate speech, glorification of violence

Radical groups use mass communication systems such as the Internet to spread propaganda.32 The
number of websites offering racist content and hate speech has risen in recent years32 — a study in 2005
suggested a rise of 25 per cent in the number of webpages promoting racial hatred, violence and
xenophobia between 2004 and 2005.3%* In 2006, over 6 000 such websites existed on the Internet.3%

Internet distribution offers several advantages for offenders, including lower distribution costs, non-
specialist equipment and a global audience. Examples of incitement-to-hatred websites include websites
presenting instructions on how to build bombs.?® Besides propaganda, the Internet is used to sell certain
goods, e.g. Nazi-related items such as flags with symbols, uniforms and books, readily available on auction
platforms and specialized web-shops.3®¥” The Internet is also used to send e-mails and newsletters and
distribute video clips and television shows through popular archives such as YouTube.

Not all countries criminalize these offences.? In some countries, such content may be protected by
principles of freedom of speech.3# Opinions differ as to how far the principle of freedom of expression
applies with regard to certain topics, often hindering international investigations. One example of conflict
of laws is the case involving the service provider Yahoo! in 2001, when a French court ordered Yahoo!
(based in the US) to block the access of French users to Nazi-related material.>® Based on the First
Amendment of the United States Constitution, the sale of such material is legal under United States law.
Following the First Amendment, a US court decided that the French order was unenforceable against
Yahoo! in the United States.3!

The disparities between countries on these issues were evident during the drafting of the Council of
Europe Convention on Cybercrime. The Convention on Cybercrime seeks to harmonize cybercrime-related
laws to ensure that international investigations are not hindered by conflicts of laws.3°> Not all parties
engaged in negotiations could agree on a common position on the criminalization of the dissemination of
xenophobic material, so this entire topic was excluded from the Convention on Cybercrime and instead
addressed in a separate First Protocol.3*3 Otherwise, some countries (including the United States) might
have been unable to sign the Convention on Cybercrime.

2.6.4 Religious offences

A growing number39 of websites present material that is in some countries covered by provisions related
to religious offences, e.g.anti-religious written statements.3% Although some material documents
objective facts and trends (e.g. decreasing church attendance in Europe), this information may be
considered illegal in some jurisdictions. Other examples include the defamation of religions or the
publication of cartoons.

The Internet offers advantages for those who wish to debate or deal critically with a subject — people can
leave comments, post material or write articles without having to disclose their identity. Many discussion
groups are based on the principle of freedom of speech.3% Freedom of speech is a key driver behind the
Internet’s success, with portals that are used specifically for user-generated content.39” Whilst it is vital to
protect this principle, even in the most liberal countries the application of principles of freedom of speech
is governed by conditions and laws.

The differing legal standards on illegal content reflect the challenges of regulating content. Even where
the publication of content is covered by provisions relating to freedom of speech in the country where the
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content is available, this material can be accessed from countries with stricter regulations. The “cartoon
dispute” in 2005 demonstrated the potential for conflict. The publication of twelve editorial cartoons in
the Danish newspaper Jyllands-Posten led to widespread protests across the Muslim world.3%®

As with illegal content, the availability of certain information or material is a criminal offence in some
countries. The protection of different religions and religious symbols differs from country to country.
Some countries criminalize the use of derogatory remarks in respect of the Holy Prophet®®° or the defiling
of copies of the Holy Quran,*®® while other countries may adopt a more liberal approach and may not
criminalize such acts.

2.6.5 lllegal gambling and online games

Internet games and gambling are one of the fastest-growing areas in the Internet.%! Linden Labs, the
developer of the online game Second Life,%02 reports that some ten million accounts have been
registered.4 Reports show that some such games have been used to commit crimes, including4 the
exchange and presentation of child pornography,*® fraud,*°® gambling in virtual online casinos*’ and libel
(e.g. leaving slanderous or libellous messages).

Some estimates project growth in estimated online gambling revenues from USD 3.1 billion in 2001 to
USD 24 billion in 2010 for Internet gambling?®® (although compared with revenues from traditional
gambling, these estimates are still relatively small*®®). For 2015 a revenue of 28 billion is estimated.41°

The regulation of gambling over and outside the Internet varies between countries*'! — a loophole that
has been exploited by offenders, as well as legal businesses and casinos. The effect of different
regulations is evident in Macau. After being returned by Portugal to China in 1999, Macau has become
one of the world’s biggest gambling destinations. With estimated annual revenues of USD 6.8 billion in
2006, it took the lead from Las Vegas (USD 6.6 billion).422 Macau’s success derives from the fact that
gambling is illegal in China*3 and thousands of gamblers travel from Mainland China to Macau to play.

The Internet allows people to circumvent gambling restrictions.*'* Online casinos are widely available,
most of them hosted in countries with liberal laws or no regulations on Internet gambling. Users can open
accounts online, transfer money and play games of chance.4!5 Online casinos can also be used in money-
laundering and activities financing terrorism.4¢ If offenders use online casinos within the laying phase that
do not keep records or are located in countries without money-laundering legislation, it is difficult for law-
enforcement agencies to determine the origin of funds.

It is difficult for countries with gambling restrictions to control the use or activities of online casinos. The
Internet is undermining some countries’ legal restrictions on access by citizens to online gambling.4?’
There have been several legislative attempts to prevent participation in online gambling:48 notably, the
US Internet Gambling Prohibition Enforcement Act of 2006 seeks to limit illegal online gambling by
prosecuting financial services providers if they carry out settlement of transactions associated with illegal
gambling.*1®

2.6.6 Libel and false information

The Internet can be used to spread misinformation, just as easily as information.420 Websites can present
false or defamatory information, especially in forums and chat rooms, where users can post messages
without verification by moderators.42t Minors are increasingly using web forums and social networking
sites where such information can be posted as well.#22 Criminal behaviour42 can include (for example) the
publication of intimate photographs or false information about sexual behaviours.42

In most cases, offenders take advantage of the fact that providers offering cheap or free publication do
not usually require identification of authors or may not verify ID.425 This makes the identification of
offenders complicated. Furthermore, there may be no or little regulation of content by forum
moderators. These advantages have not prevented the development of valuable projects such as the
online user-generated encyclopaedia, Wikipedia,*2¢ where strict procedures exist for the regulation of
content. However, the same technology can also be used by offenders to publish false information
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(e.g. about competitors)**’ or disclose secret information (e.g. the publication of state secrets or sensitive
business information).

It is vital to highlight the increased danger presented by false or misleading information. Defamation can
seriously injure the reputation and dignity of victims to a considerable degree, as online statements are
accessible to a worldwide audience. The moment information is published over the Internet, the author
often loses control of this information. Even if the information is corrected or deleted shortly after
publication, it may already have been duplicated (“mirroring”) and made available by people that are
unwilling to rescind or remove it. In this case, information may still be available on the Internet, even if it
has been removed or corrected by the original source.*?® Examples include cases of “runaway e-mails”,
where millions of people can receive salacious, misleading or false e-mails about people or organizations,
where the damage to reputations may never be restored, regardless of the truth or otherwise of the
original e-mail. Therefore the freedom of speech#® and protection of the potential victims of libel needs
to be well balanced.%°

2.6.7 Spam and related threats

“Spam” describes the emission of unsolicited bulk messages.*3! Although various scams exist, the most
common one is e-mail spam. Offenders send out millions of e-mails to users, often containing
advertisements for products and services, but frequently also malicious software. Since the first spam
e-mail was sent in 1978,%3? the tide of spam e-mails has increased dramatically.**® Today, e-mail provider
organizations report that as many as 85 to 90 per cent of all e-mails are spam.*** The main sources of
spam e-mails in 2007 were: the United States (19.6 per cent of the recorded total); People’s Republic of
China (8.4 per cent); and the Republic of Korea (6.5 per cent).**> Six years later the top three sources of
spam were still the same: People’s Republic of China (22.97 per cent), United States (17.6 per cent of the
recorded total) and Republic of Korea (12.67 per cent).436

Most e-mail providers have reacted to rising levels of spam e-mails by installing anti-spam filter
technology. This technology identifies spam using keyword filters or blacklists of spammers’ IP
addresses.**” Although filter technology continues to develop, spammers find ways around these systems
— for example, by avoiding keywords. Spammers have found many ways to describe “Viagra”, one of the
most popular products offered in spam, without using the brand name.**®

Success in the detection of spam e-mails depends on changes in the way spam is distributed. Instead of
sending messages from a single mail server (which is technically easier for e-mail providers to identify,
due to the limited number of sources**°), many offenders use botnets*¥ to distribute unsolicited e-mails.
By using botnets based on thousands of computer systems,**! each computer might send out only a few
hundred e-mails. This makes it more difficult for e-mail providers to identify spam by analysing the
information about senders and more difficult for law-enforcement agencies to track offenders.

Spam e-mails are highly profitable as the cost of sending out billions of e-mails is low — and even lower
where botnets are involved.*2 Some experts suggest the only real solution in the fight against spam is to
raise transmission costs for senders.**3 A report published in 2007 analysed the costs and profits of spam
e-mails. Based on the results of the analysis, the cost of sending out 20 million e-mails is around
USD 500.%* Since costs for offenders are low, sending spam is highly profitable, especially if offenders are
able to send billions of e-mails. A Dutch spammer reported a profit of around USD 50 000 by sending out
at least 9 billion spam e-mails.**

In 2005, the OECD published a report analysing the impact of spam on developing countries.*®
Developing countries often express the view that Internet users in their countries suffer more from the
impact of spam and Internet abuse. Spam is a serious issue in developing countries, where bandwidth and
Internet access are scarcer and more expensive than in industrialized countries.*” Spam consumes
valuable time and resources in countries where Internet resources are rarer and more costly.
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2.6.8 Extortion

Extortion is not considered to be typical cybercrime but a traditional offence. However, the emerging use
of ITC has led to attacks that are often referred to as “Cyber Extortion” .4 In recent years both major
companies as well as small start-ups have been targeted by such attacks.4# The offenders more and more
frequently make use of several advantages that ICT offers in comparison to traditional ways such crime is
committed. In addition to using anonymous communication technology to carry out the offence, an
increasing number of offenders are utilizing virtual currencies instead of cash payments of wire-
transfer.450 Research indicates that companies still under-estimate the threat of extortion.4s!

A more automated form of extortion is the so called “ransomware” — a malicious software that infects a
computer system, locks it down and displays a message that the computer will only be unlocked if the
victim pays a ransom. It is seen as growing concern.*s2 In order to be more persuasive offenders often
pretend that the computer was shut down by law enforcement due to illegal activities of the user.43

2.6.9  Other forms of illegal content

The Internet is not only used for direct attacks, but also as a forum for soliciting, offers and incitement to
commit crimes** unlawful sale of products and providing information and instructions for illegal acts
(e.g. how to build explosives).

Many countries have put in place regulations on the trade of certain products. Different countries apply
different national regulations and trade restrictions to various products such as military equipment.**> A
similar situation exists for medicines — medicines which are available without restriction in some countries
may need prescription in others.% Cross-border trade may make it difficult to ensure that access to
certain products is restricted within a territory.*” Given the popularity of the Internet, this problem has
grown. Webshops operating in countries with no restrictions can sell products to customers in other
countries with restrictions, undermining these limitations.

Prior to the Internet, it was difficult for most people to access instructions on how to build weapons. The
necessary information was available (e.g. in books dealing with chemical aspects of explosives), but time-
consuming to find. Today, information on how to build explosives is available over the Internet*® and
ease of access to information increases the likelihood of attacks.

2.7 Copyright and trademark related offences
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One of the vital functions of the Internet is the dissemination of information. Companies use the Internet
to distribute information about their products and services. In terms of piracy, successful companies may
face problems on the Internet comparable to those that exist outside the network. Their brand image and
corporate design may be used for the marketing of counterfeit products, with counterfeiters copying
logos as well as products and trying to register the domain related to that particular company. Companies
that distribute products directly over the Internet*® can face legal problems with copyright violations.
Their products may be downloaded, copied and distributed.

2.7.1  Copyright-related offences

With the switch from analogue to digital,® digitization“s! has enabled the entertainment industry to add
additional features and services to movies on DVD, including languages, subtitles, trailers and bonus
material. CDs and DVDs have proved more sustainable than records and videotapes.*

Digitization has opened the door to new copyright violations. The basis for current copyright violations is
fast and accurate reproduction. Before digitization, copying a record or a videotape always resulted in a
degree of loss of quality. Today, it is possible to duplicate digital sources without loss of quality, and also,
as a result, to make copies from any copy. The most common copyright violations include the exchange of
copyright-protected songs, files and software in file-sharing systems®® or through share-hosting services
and the circumvention of digital rights management (DRM) systems. ¢4

File-sharing systems are peer-to-peer*®>-based network services that enable users to share files,*® often

with millions of other users.*®” After installing file-sharing software, users can select files to share and use
software to search for other files made available by others for download from hundreds of sources.
Before file-sharing systems were developed, people copied records and tapes and exchanged them, but
file-sharing systems permit the exchange of copies by many more users.

Peer-to-peer (P2P) technology plays a vital role in the Internet. In 2007, over 50 per cent of consumer
Internet traffic was generated by P2P networks.*®® The number of users is growing all the time — a report
published by the OECD estimates that some 30 per cent of French Internet users have downloaded music
or files in file-sharing systems,*®® with other OECD countries showing similar trends.*”° File-sharing
systems can be used to exchange any kind of computer data, including music, movies and software.*’*
Historically, file-sharing systems have been used mainly to exchange music, but the exchange of videos is
becoming more and more important.*’?

The technology used for file-sharing services is highly sophisticated and enables the exchange of large files
in short periods of time.*”® First-generation file-sharing systems depended on a central server, enabling
law-enforcement agencies to act against illegal file-sharing in the Napster network.474 Unlike first-
generation systems (especially the famous Napster service), second-generation file-sharing systems are
no longer based on a central server providing a list of files available between users.4s The decentralized
concept of second-generation file-sharing networks makes it more difficult to prevent them from
operating. However, due to direct communications, it is possible to trace users of a network by their IP-
address.*’® Law-enforcement agencies have had some success investigating copyright violations in file-
sharing systems. More recent versions of file-sharing systems enable forms of anonymous communication
and will make investigations more difficult.*’”

File-sharing technology is not only used by ordinary people and criminals, but also by regular
businesses.4’® Not all files exchanged in file-sharing systems violate copyrights. Examples of its legitimate
use include the exchange of authorized copies or artwork within the public domain.*”®

Nevertheless, the use of file-sharing systems poses challenges for the entertainment industry.*® It is
unclear to what extent falls in sales of CD/DVDs and cinema tickets are due to the exchange of titles in
file-sharing systems. Research has identified millions of file-sharing users*! and billions of downloaded
files.*®? Copies of movies have appeared in file-sharing systems before they were officially released in
cinemas*®3 at the cost of copyright-holders. The recent development of anonymous file-sharing systems
will make the work of copyright-holders more difficult, as well as that of law-enforcement agencies.*8
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The entertainment industry has responded by implementing technology designed to prevent users from
making copies of CDs and DVDs such as content scrambling systems (CSS),%8 an encryption technology
preventing content on DVDs from being copied.4% This technology is a vital element of new business
models seeking to assign access rights to users more precisely. Digital rights management (DRM)*’
describes the implementation of technologies allowing copyright-holders to restrict the use of digital
media, where customers buy limited rights only (e.g. the right to play a song during one party). DRM
offers the possibility of implementing new business models that reflect copyright-holders’ and users’
interests more accurately and could reverse declines in profits.

One of the biggest difficulties with these technologies is that copyright-protection technology can be
circumvented.*®® Offenders have developed software tools that enable the users to make copy-protected
files available over the Internet*° free of charge or at low prices. Once DRM protection is removed from a
file, copies can be made and played without limitation.

Efforts to protect content are not limited to songs and films. Some TV stations (especially pay-tv channels)
encrypt programmes to ensure that only paying customers can receive the programme. Although
protection technologies are advanced, offenders have succeeded in falsifying the hardware used as access
control or have broken the encryption using software tools.*%°

Without software tools, regular users are less able to commit such offences. Discussions on the
criminalization of copyright violations not only focus on file-sharing systems and the circumvention of
technical protection, but also on the production, sale and possession of “illegal devices” or tools that are
designed to enable the users to carry out copyright violations.**

2.7.2 Trademark-related offences

Trademark violations, a well-known aspect of global trade, are similar to copyright violations. Violations
related to trademarks have transferred to cyberspace, with varying degrees of criminalization under
different national penal codes.*2 The most serious offences include the use of trademarks in criminal
activities with the aim of misleading users and domain name related offences.

The good reputation of a company is often linked directly with its trademarks. Offenders use brand names
and trademarks fraudulently in a number of activities, including phishing,*%3 where millions of e-mails are
sent out to Internet users resembling e-mails from legitimate companies, e.g. including trademarks.*%*

A further issue related to trademark violations is domain-related offences*® such as cybersquatting,**®
which describes the illegal process of registering a domain name identical or similar to a trademark of a
product or a company.*” In most cases, offenders seek to sell the domain for a high price to the
company®®® or to use it to sell products or services misleading users through their supposed connection to
the trademark. **® Another example of a domain-related offence is “domain hijacking” or the registration
of domain names that have accidentally lapsed.>®

2.8 Computer-related offences
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This category covers a number of offences that need a computer system to be committed. Unlike previous
categories, these broad offences are often not as stringent in the protection of legal principles. The
category includes computer-related fraud, computer-related forgery, phishing, identity theft and misuse
of devices.

2.8.1 Fraud and computer-related fraud

Computer-related fraud is one of the most popular crimes on the Internet,5! as it enables the offender to
use automations and software tools to mask criminals’ identities.

Automation enables offenders to make large profits from a number of small acts. °®> One strategy used by
offenders is to ensure that each victim’s financial loss is below a certain limit. With a “small” loss, victims
are less likely to invest time and energy in reporting and investigating such crimes.>®* One example of such
a scam is the Nigeria Advanced Fee Fraud.5%

Although these offences are carried out using computer technology, most criminal law systems categorize
them not as computer-related offences, but as regular fraud.>®® The main distinction between computer-
related and traditional fraud is the target of the fraud. If offenders try to influence a person, the offence is
generally recognized as fraud. Where offenders target computer or data-processing systems, offences are
often categorized as computer-related fraud. Those criminal law systems that cover fraud, but do not yet
include the manipulation of computer systems for fraudulent purposes, can often still prosecute the
above-mentioned offences. The most common fraud offences include online auction fraud and advanced
fee fraud.

Online auction frauds°?

Online auctions are now one of the most popular e-commerce services. Already back in 2006, goods
worth more than USD 20 billion were sold on eBay, the world’s largest online auction marketplace.5%8
Buyers can access varied or specialist niche goods from around the world. Sellers enjoy a worldwide
audience, stimulating demand and boosting prices.

Offenders committing crimes over auction platforms can exploit the absence of face-to-face contact
between sellers and buyers.5® The difficulty of distinguishing between genuine users and offenders has
resulted in auction fraud being among the most popular of cybercrimes.’' The two most common
methods include®'! offering non-existent goods for sale and requesting buyers to pay prior to deliverys:
and buying goods and asking for delivery, with no intention of paying.

In response, auction providers have developed protection systems such as the feedback/comments
system. After each transaction, buyer and sellers leave feedback for use by other userss3 as neutral
information about the reliability of sellers/buyers. In this case, “reputation is everything” and without an
adequate number of positive comments, it is harder for offenders to persuade targets to either pay for
non-existent goods or, conversely, to send out goods without receiving payment first. However, criminals
have responded and circumvented this protection through using accounts from third parties.5*4 In this
scam called “account takeover”,5:s offenders try to get hold of user names and passwords of legitimate
users to buy or sell goods fraudulently, making identification of offenders more difficult.

Advance fee frauds6

In advance fee fraud, offenders send out e-mails asking for recipients’ help in transferring large amounts
of money to third parties and promise them a percentage, if they agree to process the transfer using their
personal accounts.’’” The offenders then ask them to transfer a small amount to validate their bank
account data (based on a similar perception as lotteries — respondents may be willing to incur a small but
certain loss, in exchange for a large but unlikely gain) or just send bank account data directly. Once they
transfer the money, they will never hear from the offenders again. If they send their bank account
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information, offenders may use this information for fraudulent activities. Evidence suggests that
thousands of targets reply to e-mails.518 Current researches show that, despite various information
campaigns and initiatives, advance fee frauds are still growing — in terms of both the number of victims
and total losses.51

2.8.2 Computer-related forgery

Computer-related forgery describes the manipulation of digital documents.52 The offence can for
example be committed by creating a document that appears to originate from a reliable institution,
manipulating electronic images (for example, pictures used as evidence in court) or altering text
documents.

The falsification of e-mails is an essential element of phishing, which is a serious challenge for law-
enforcement agencies worldwide. 52t “Phishing” seeks to make targets disclose personal/secret
information.522 Often, offenders send out e-mails that look like communications from legitimate financial
institutions used by the target.522 The e-mails are designed in a way that it is difficult for targets to identify
them as fake e-mails.>** The e-mail asks recipient to disclose and/or verify certain sensitive information.
Many victims follow the advice and disclose information enabling offenders to make online transfers
etc.”®

In the past, prosecutions involving computer-related forgery were rare, because most legal documents
were tangible documents. Digital documents play an ever more important role and are used more often.
The substitution of classic documents by digital documents is supported by legal means for their use,
e.g. by legislation recognizing digital signatures.

Criminals have always tried to manipulate documents. With digital forgeries, digital documents can now
be copied without loss of quality and are easily manipulated. For forensic experts, it is difficult to prove
digital manipulations, unless technical protection®? is used to protect a document from being falsified.>?’

2.8.3 Identity theft

The term identity theft — which is neither consistently defined nor consistently used — describes the
criminal act of fraudulently obtaining and using another person’s identity.>?® These acts can be carried out
without the help of technical means®?° as well as online by using Internet technology.>*°

Wide media coverage,”! the results of various surveys analysing the extent of and loss caused by identity
theft,>3? as well as numerous legal and technical analyses®* published in recent years could easily lead to
the conclusion, that identity-related offences are a 21st-century phenomenon.>* But this is not the case,
as offences related to impersonation and the falsification and misuse of identity documents have existed
for more than a century.”® Already back in the 1980s, the press intensively reported on the misuse of
identity-related information.>*® The emerging use of digital identities and information technology only
changed the methods and targets of the offenders.>¥ Increasing use of digital information opened up new
possibilities for offenders to gain access to identity-related information.>*®Thus, the transformation
process from industrialized nations to information societies®®*® has had a big influence on the development
of identity-theft offences. Nonetheless, despite the large number of Internet-related identity-theft cases,
digitization did not fundamentally change the offence itself, but merely created new targets and
facilitated the development of new methods.>*® The impact of the increasing use of Internet technology
seems to be overestimated. Based on the results of a method analysis of identity-related offences,
identity theft to a large degree remains an offline crime.>** In 2007, 20 per cent of the offences in the
US** were online scams and data breaches.>*® Despite recent developments the offline identity theft
remains highly relevant. The persisting importance of offline crimes is surprising, insofar as the digitization
and moreover the globalization of network-based services has led to increasing use of digital identity-
related information.>* Identity-related information is of growing importance, both in the economy and in
social interaction. In the past, a “good name” and good personal relations dominated business as well as
daily transactions.>®With the transfer to electronic commerce, face-to-face identification is hardly
possible, and as a consequence identity-related information has become much more important for people
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participating in social and economic interaction. **® This process can be described as
instrumentalization,”*” whereby an identity is translated into quantifiable identity-related information.
This process, along with the distinction between the more philosophical aspect of the term “identity”
(defined®*® as the collection of personal characteristics) and the quantifiable identity-related information
that enables the recognition of a person, is of great importance. The transformation process is not just
relevant to Internet-related features of identity theft, as the impact of the development goes far beyond
computer networks. Nowadays, the requirements of non-face-to-face transactions, such as trust and
security,”*® dominate the economy in general and not just e-commerce businesses. An example is the use
of payment cards with a PIN (personal identification number) for purchasing goods in a supermarket.

In general, the offence described as identity theft contains three different phases.>° In the first phase the
offender obtains identity-related information. This part of the offence can for example be carried out by
using malicious software or phishing attacks. The second phase is characterized by interaction with
identity-related information prior to the use of the information within criminal offences.>st An example is
the sale of identity-related information.>*? Credit-card records are for example sold for up to USD 60.°>3
The third phase is the use of the identity-related information in relation with a criminal offence. In most
cases, the access to identity-related data enables the perpetrator to commit further crimes.>* The
perpetrators are therefore not focusing on the set of data itself but the ability to use the data in criminal
activities. Examples for such offence can be the falsification of identification documents or credit-card
fraud. >

The methods used to obtain data in phase one cover a wide range of acts. The offender can use physical
methods, for example stealing computer storage devices with identity-related data, searching trash
(“dumpster diving”>*®) or mail theft.>*” In addition, they can use search engines to find identity-related
data. “Googlehacking” or “Googledorks” are terms that describe the use of complex search-engine
queries to filter through large amounts of search results for information related to computer security
issues as well as personal information that can be used in identity-theft scams. One aim of the perpetrator
can for example be to search for insecure password protection systems in order to obtain data from the
system.>*® Reports highlight the risks involved with the legal use of search engines for illegal purposes.>>®
Similar problems are reported with regard to file-sharing systems. The United States Congress discussed
recently the possibilities of exploiting file-sharing systems to obtain personal information that can be
abused for identity theft.5s° Apart from that, the offenders can make use of insiders, who have access to
stored identity-related information, to obtain that information. The 2007 CSI Computer Crime and
Security Survey®®! shows that more than 35 per cent of the respondents attribute a percentage of their
organization’s losses greater than 20 per cent to insiders. In 2013, a survey showed that 23 per cent of the
electronic crimes are linked to insiders and that 53 per cent of the respondents believe that insider
attacks are more damaging than outsider attacks.562 Finally the perpetrators can use social engineering
techniques to persuade the victim to disclose personal information. In recent years perpetrators have
developed effective scams to obtain secret information (e.g. bank-account information and credit-card
data) by manipulating users through social engineering techniques.>®3

The type of data the perpetrators target varies.’s4 The most relevant data are social security and passport
numbers, date of birth, address and phone numbers, and passwords.

Social security number (SSN) or passport number

The SSN used, for example, in the United States is a classic example of a single identity-related data item
that perpetrators target. Although the SSN was created to keep an accurate record of earnings, it is
currently widely used for identification purposes.>®® The perpetrators can use the SSN and passport
information to open financial accounts, to take over existing financial accounts, to obtain credit or run up
debt.>6®

Date of birth, address and phone numbers

Such data can in general only be used to commit identity theft if they are combined with other pieces of
information (e.g. the SSN).*®” Having access to additional information like date of birth and address can
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help the perpetrator to circumvent verification processes. One of the greatest dangers related to that
information is the fact that it is currently available on a large scale on the Internet — either published
voluntarily in one of the various identity-related fora®®® or based on legal requirements as imprint on
websites.>®

Password for non-financial accounts

Having access to passwords for accounts allows perpetrators to change the settings of the account and
use it for their own purposes.>’® They can for example take over an e-mail account and use it to send out
mails with illegal content or take over the account of a user of an auction platform and use the account to
sell stolen goods.5"2

Password for financial accounts

Like the SSN, information regarding financial accounts is a popular target for identity theft. This includes
cheque and saving accounts, credit cards, debit cards, and financial planning information. Such
information is an important source for an identity thief to commit financial cybercrimes.

Identity theft is a serious and growing problem.>’? In the first half of 2004, 3 per cent of United States
households fell victim to identity theft.>”> In 2012 the Bureau of Justice Statistics announced that 7 per
cent of all persons aged 16 or older in the US experienced at least one identity theft incident in 2012.574 In
the United Kingdom, the cost of identity theft to the British economy has been calculated at GBP
1.3 billion every year.>”® Estimates of losses caused by identity theft in Australia vary from less than USD 1
billion to more than USD 3 billion per year.’® The 2006 Identity Fraud Survey estimates the losses in the
United States at USD 56.6 billion in 2005.5”” The 2013 Identity Fraud report estimates the losses for 2012
at 20.9 billion. Losses may be not only financial, but may also include damage to reputations.5’ In reality,
many victims do not report such crimes, while financial institutions often do not wish to publicize
customers’ bad experiences. The actual incidence of identity theft is likely to far exceed the number of
reported losses.>”®

Identity theft is based on the fact that there are few instruments to verify the identity of users over the
Internet. It is easier to identify individuals in the real world, but most forms of online identification are
more complicated. Sophisticated identification tools (e.g. using biometric information) are costly and not
widely used. There are few limits on online activities, making identity theft easy and profitable.>®

One phenomenon that is close related to the development towards “big data” is the increasing number of
identity-related information that is available on “dark markets”. If offenders break into data bases with
millions of customer records a significant number might be sold afterwards. Research published in 2014
for example indicates that the amount of identity-related information available on cyber black markets
that were obtained through data breaches, for example include credentials from up to 360 million
accounts. %81

2.8.4 Misuse of devices

Cybercrime can be committed using only fairly basic equipment.s8 Committing offences such as libel or
online fraud needs nothing more than a computer and Internet access and can be carried out from a
public Internet café. More sophisticated offences can be committed using specialist software tools.

The tools needed to commit complex offences are widely available over the Internet,ss3 often without
charge. More sophisticated tools cost several thousand dollars.58 Using these software tools, offenders
can attack other computer systems at the press of a button. Standard attacks are now less efficient, as
protection software companies analyse the tools currently available and prepare for standard hacking
attacks. High-profile attacks are often individually designed for specific targets.> Software toolses are
available that enable the offender to carry out DoS attackss®?, design computer viruses, decrypt encrypted
communication or illegally access computer systems.

A second generation of software tools has now automated many cyberscams and enables offenders to
carry out multiple attacks within a short time. Software tools also simplify attacks, allowing less
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experienced computer users to commit cybercrime. Spam-toolkits are available that enable virtually
anybody to send out spam e-mails.588 Software tools are now available that can be used to upload and
download files from file-sharing systems. With greater availability of specially-designed software tools,
the number of potential offenders has risen dramatically. Different national and international legislative
initiatives are being undertaken to address such software tools — for example, by criminalizing their
production, sale or possession.58

2.9 Combination offences
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There are several terms used to describe complex scams that combine a number of different offences.
Examples include terrorist use of the Internet, cyberlaundering and phishing.

2.9.1 Terrorist use of the Internet

In the 1990s, discussion about the use of the network by terrorist organizations focused on network-
based attacks against critical infrastructure such as transportation and energy supply (“cyberterrorism”)
and the use of information technology in armed conflicts (“cyberwarfare”).5? The success of virus and
botnet attacks has clearly demonstrated weaknesses in network security. Successful Internet-based
attacks by terrorists are possible,*! but it is difficult to assess the significance of threats®®2. Back then, the
degree of interconnection was small compared to nowadays, and it is very likely that this — apart from the
interest of the states to keep successful attacks confidential — is one of the main reasons why very few
such incidents were reported. At least in the past, therefore, falling trees posed a greater risk for energy
supply than successful hacking attacks.5%

This situation changed after the 9/11 attacks, which prompted the start of an intensive discussion about
the use of ICTs by terrorists.59 This discussion was facilitated by reports®% that the offenders used the
Internet in their preparation of the attack.5% Although the attacks were not cyberattacks, insofar as the
group that carried out the 9/11 attack did not carry out an Internet-based attack, the Internet played a
role in the preparation of the offence.>*” In this context, different ways in which terrorist organizations use
the Internet were discovered.>% Today, it is known that terrorists use ICTs and the Internet for:
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e propaganda

e information gathering

e preparation of real-world attacks

e publication of training material

e communication

e terrorist financing

e attacks against critical infrastructures.

This shift in the focus of the discussion had a positive effect on research related to cyberterrorism as it
highlighted areas of terrorist activities that were rather unknown before. But despite the importance of a
comprehensive approach, the threat of Internet-related attacks against critical infrastructure should not
be removed from the central focus of the discussion. The vulnerability of and the growing reliance’® on
information technology makes it necessary to include Internet-related attacks against critical
infrastructure in strategies to prevent and fight cyberterrorism.

Despite the more intensive research, however, the fight against cyberterrorism remains difficult. A
comparison of the different national approaches shows many similarities in the strategies.s® One of the
reasons for this development is the fact that the international communities recognized that the threats of
international terrorism require global solutions.st But it is currently uncertain if this approach is
successful or if the different legal systems and different cultural backgrounds require different solutions.
An evaluation of this issue carries unique challenges because apart from reports about major incidents
there are very few data available that could be used for scientific analysis. The same difficulties arise with
regard to the determination of the level of threat related to the use of information technology by terrorist
organizations. This information is very often classified and therefore only available to the intelligence
sector.2 Not even a consensus on the term “terrorism” has yet been achieved.6 A CRS report for the
United States Congress for example states that the fact that one terrorist booked a flight ticket to the
United States via the Internet is proof that terrorists used the Internet in preparation of their attacks.s4
This seems to be a vague argumentation, as the booking of a flight ticket does not become a terrorist-
related activity just because it is carried out by a terrorist.

Propaganda

In 1998, only 12 out of the 30 foreign terrorist organizations that are listed by the United States State
Department maintained websites to inform the public about their activities.s In 2004, the United States
Institute of Peace reported that nearly all terrorist organizations maintain websites —among them Hamas,
Hezbollah, PKK and Al Qaida.s% Terrorists have also started to use video communities (such as YouTube)
to distribute video messages and propaganda.s’ The use of websites and other forums are signs of a more
professional public relations focus of subversive groups.s® Websites and other media are used to
disseminate propaganda,® to describe and publish justificationss of their activities and to recruité!! new
and contact existing members and donors.t12 Websites have been used recently to distribute videos of
executions.t13

Information gathering

Considerable information about possible targets is available over the Internet.s4 For example, architects
involved in the construction of public buildings often publish plans of buildings on their websites. Today,
high-resolution satellite pictures are available free of change on various Internet services that years ago
were only available to very few military institutions in the world.s:. Instructions on how to build bombs
and even virtual training camps that provide instructions on the use of weapons in an e-learning approach
have been discovered.®¢ In addition, sensitive or confidential information that is not adequately
protected from search robots can be accessed via search engines.®” In 2003, the United States
Department of Defense was informed that a training manual linked to Al Qaeda contained information
that public sources could be used to find details about potential targets.t¢ In 2006, the New York Times
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reported that basic information related to the construction of nuclear weapons were published on a
government website that provided evidence about the Iraq approaches to develop nuclear weapons. 619 A
similar incident was reported in Australia, where detailed information about potential targets for terrorist
attacks was available on government websites. 620 In 2005, the press in Germany reported that
investigators found that manuals on how to build explosives were downloaded from the Internet onto the
computer of two suspects that tried to attack public transportation with self-built bombs.621

Preparation of real-world attacks

There are different ways that terrorists can make use of information technology in preparing their attack.
Sending out e-mails or using forums to leave messages are examples that will be discussed in the context
of communication. Here more direct ways of online preparation are discussed. Reports have been
published which point out that terrorists are using online games in the preparation of attacks.s22 There are
various different online games available that simulate the real world. A player of such games can make
use of characters (avatar) to act in this virtual world. Theoretically, these online games could be used to
simulate attacks, but it is not yet certain to what extent online games are already involved in that
activity.ss

Publication of training material

The Internet can be used to spread training material such as instructions on how to use weapons and how
to select targets. Such material is available on a large scale from online sources.t2* In 2008, Western secret
services discovered an Internet server that provided a basis for the exchange of training material as well
as communication.s? Different websites were reported to be operated by terrorist organizations to
coordinate activities.62

Communication

The use of information technology by terrorist organizations is not limited to running websites and
research in databases. In the context of the investigations after the 9/11 attacks, it was reported that the
terrorists used e-mail communication for coordination of their attacks.s2” The press reported on the
exchange via e-mail of detailed instructions about the targets and the number of attackers.62¢ By using
encryption technology and means of anonymous communication, the communicating parties can make it
even more difficult to identify and monitor terrorist communication.

Terrorist financing

Most terrorist organizations depend on financial resources they receive from third parties. Tracing back
these financial transactions has become one of the major approaches in the fight against terrorism after
the 9/11 attacks. One of the main difficulties in this respect is the fact that the financial resources
required to carry out attacks are not necessarily large.s?° There are several ways in which Internet services
can be used for terrorist financing. Terrorist organizations can make use of electronic payment systems to
enable online donations.s* They can use websites to publish information how to donate, e.g. which bank
account should be used for transactions. An example of such an approach is the organization
“Hizb al-Tahrir”, which published bank-account information for potential donors.s3* Another approach is
the implementation of online credit-card donations. The Irish Republican Army (IRA) was one of the first
terrorist organizations that collected donations via credit card.s32 Both approaches carry the risk that the
published information will be discovered and used to trace back financial transactions. It is therefore likely
that anonymous electronic payment systems will become more popular. To avoid discovery, terrorist
organizations are trying to hide their activities by involving non-suspicious players such as charity
organizations. Another (Internet-related) approach is the operation of fake webshops. It is relatively
simple to set up an online shop on the Internet. One of the biggest advantages of the network is the fact
that businesses can be operated worldwide. Proving that financial transactions that took place on those
sites are not regular purchases but donations is not at all easy. It would be necessary to investigate every
transaction — which can be difficult if the online shop is operated in a different jurisdiction or anonymous
payment systems are used.633
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Attacks against critical infrastructures

In addition to regular computer crimes such as fraud and identity theft, attacks against critical information
infrastructures could become a goal for terrorists. The growing reliance on information technology makes
critical infrastructure more vulnerable to attacks.s3* This is especially the case with regard to attacks
against interconnected systems that are linked by computer and communication networks.s3 In those
cases, the disruption caused by a network-based attack goes beyond the failure of a single system. Even
short interruptions to services could cause huge financial damage to e-commerce businesses — not only
for civil services but also for military infrastructure and services.s3¢ Investigating or even preventing such
attacks presents unique challenges.®3” Unlike physical attacks, the offenders do not need to be present at
the place where the effect of the attack occurs.t3 And while carrying out the attack the offenders can use
means of anonymous communication and encryption technology to conceal their identity.5® As
highlighted above, investigating such attacks requires special procedural instruments, investigation
technology and trained personnel.s4

Critical infrastructure is widely recognized as a potential target for terrorist attacks as it is by definition
vital for a state’s sustainability and stability.s4* An infrastructure is considered to be critical if its incapacity
or destruction would have a debilitating impact on the defence or economic security of a state.®2 These
are in particular: electrical power systems, telecommunication systems, gas and oil storage and
transportation, banking and finance, transportation, water supply systems and emergency services. The
degree of civil disturbance caused by the disruption of services by Hurricane Katrina in the United States
highlights the dependence of society on the availability of those services.5 The malicious software
“Stuxnet” underlines the emerging threat posed by Internet-based attacks focusing on critical
infrastructure.s* In 2010, a security firm in Belarus discovered a new malicious software.54 Research into
the manipulations caused by the software, the designer and the motivation is still ongoing and by far not
all the facts have been discovered, especially in regard to attribution and motivation of the designer.s4
However, especially with regard to the functioning of the software, there seems to be a rather solid fact
basis by now:

The complex software, with more than 4 000 functions,s” was reported to target industrial control
systems (ICS)&# — in particular those produced by the technology company Siemens.s# It was distributed
through removable drives and used four zero-day exploits for the infection of computer systems.s%
Infected computer systems have mainly been reported from Iran, Indonesia and Pakistan, but also from
the US and European countries.s5t Although the malicious software is frequently characterized as highly
sophisticated, there are reports that question the degree of sophistication.ss2

As indicated above, the determination of attribution and motive is more difficult and still highly uncertain.
News reports and studies speculate that the software could have targeted the uranium enrichment
facilities in Iran and caused a delay in the country’s nuclear programme.653

Two main conclusions can be drawn from the discovery of the malicious software. First of all, the incident
underlines that critical infrastructure is largely dependent on computer technology and attacks are
possible. Secondly, the fact that the software was distributed among other methods, through removable
drives highlights that simply disconnecting computer systems from the Internet does not prevent attacks.

The dependence of critical infrastructure on ICT goes beyond the energy and nuclear industry. This can be
demonstrated by highlighting some of incidents related to air transportation, which is in most countries
also considered part of the critical infrastructure. One potential target of an attack is the check-in system.
The check-in systems of most airports in the world are already based on interconnected computer
systems.&54 In 2004, the Sasser computer wormeéss infected millions of computers around the world, among
them computer systems of major airlines, which forced the cancellation of flights.es6

Another potential target is online ticketing systems. Today, a significant number of tickets are purchased
online. Airlines use information technology for various operations. All major airlines allow their customers
to buy tickets online. Like other e-commerce activities, those online services can be targeted by offenders.
One common technique used to attack web-based services is denial-of-service (DoS) attacks.7 In 2000,
within a short time, several DoS attacks were launched against well-known companies such as CNN, e-Bay

38



Understanding cybercrime: Phenomena, challenges and legal response

and Amazon.s® As a result, some of the services were not available for several hours or even days.5*
Airlines have been affected by DoS attacks as well. In 2001 the Lufthansa website was the target of an
attack.sso

Finally, a further potential target for Internet-related attacks against critical air transportation
infrastructure is the airport control system. The vulnerability of computer-controlled flight control
systems was demonstrated by a hacking attack against Worcester Airport in the US in 1997.¢61 During the
hacking attack, the offender disabled phone services to the airport tower and shut down the control
system managing the runway lights.é62

2.9.2 Cyberwarfare

After the attacks against computer systems in Estonia in 2007 and Georgia in 2008 and the discovery of
the “Stuxnet”¢3 computer virus, the term cyberwarfare has frequently been employed to describe the
situation although — as described more in detail below — the use of terminology is problematic.

Terminology and definitions

There is neither a consistent terminology nor a widely accepted definition of cyberwarfare. Other terms
used are information warfare, electronic warfare, cyberwar, netwar, information operations.s* Those
terms are in general employed to describe the utilization of ICTs in conducting warfare using the Internet.
More restrictive definitions define such activities as an approach to armed conflict focusing on the
management and use of information in all its forms and at all levels to achieve a decisive military
advantage especially in the joint and combined environment.%® Other, broader definitions cover any
electronic conflict in which information is a strategic asset worthy of conquest or destruction.56¢

Development of the debate

The topic has been a controversial matter of discussion for decades.7” Attention originally focused on the
substitution of classic warfare by computer-mediated or computer-based attacks.®®® In this regard, the
ability to take down any enemy without getting involved in a fight was one of the key components at the
heart of the debate from the outset.s° In addition, network-based attacks are generally cheaper than
traditional military operations®”® and can be carried out even by small states. Despite some concrete cases
that are often quoted, major aspects of the debate remain highly hypothetical.st The two instances that
are most frequently cited are computer attacks against Estonia and Georgia. However, the classification of
an attack as an act of war requires that certain criteria be fulfilled.

In 2007, Estonia experienced heated debate over the removal of a Second World War memorial, including
street riots in the capital.s2 Apart from traditional forms of protest, Estonia at that time discovered
several waves of computer-related attacks against government and private business websites and online
services®”3, including defacement of websitesé’4, attacks against domain name servers and distributed
denial of service attacks (DDoS), where botnets were used.s’> With regard to the latter, experts explained
afterwards that successful attacks against the official website of governmental organizations in Estonia®’®
could only take place due to inadequate protection measures.®’”” The impact of the attacks as well as their
origin were subsequently the subject of controversial discussion. While news reportsé’8 and articless”
indicated that the attacks came close to shutting down the country’s digital infrastructure, more reliable
research shows that the impact of the attacks was limited in terms of both the computer systems affected
and the duration of unavailability of services.® Similar debate took place with regard to the
determination of the origin of the attack. While during the attack the territory of the Russian Federation
was reported to be the origin of the attacks!, analysis of the attacks showed that they in fact involved
more than 170 countries.®82 Even if politically motivated, an attack does not necessarily constitute an act
of war. As a consequence, the Estonia case needs to be excluded from the list. Despite being computer-
related attacks against government and private business websites and online services®, including
defacement of websites®® and distributed denial of service attacks (DDoS)®5, such attacks cannot be
characterized as cyberwarfare as they neither constituted an act of force nor took place during a conflict
between two sovereign states.

39



Understanding cybercrime: Phenomena, challenges and legal response

Of the two above-mentioned attacks, the 2008 attack on computer systems in Georgia is the closest to
being war-related. In the context of a traditional armed conflicté between the Russian Federation and
Georgia, several computer-related attacks targeting Georgian government websites and businesses®’
(including the defacement of websites and distributed denial of service attacks) were discovered.s Just
as in the Estonian incident, the origin of the attack against Georgia was much debated afterwards.
Although some news reportsé® seemed to pinpoint the geographic origin of the attack, technology-
focused research points to the use of botnets, which makes the origin much more difficult to
determine.® The inability to determine the origin of the attacks together with the fact that the acts
discovered differ significantly from traditional warfare makes it difficult to characterize them as
cyberwarfare.

Inasmuch as the debate about this phenomenon is quite important, it should be pointed out that such
attacks are not an unprecedented phenomenon. Propaganda is spread through the Internet and attacks
against computer systems of military alliances are a rather common concept. Already during the war in
Yugoslavia, attacks against NATO computer systems originating from Serbia were discovered.s! In
response, NATO Member States were reported to have been involved in similar attacks against computer
systems in Serbia.s?2 Further computer-related propaganda and other forms of psychological operations
(PSYOPS) designed to undermine the other side’s resolve were intensively utilized.6%

Importance of differentiation

Potentially war-related acts show many similarities to other forms of abuse of ICT, such as cybercrime and
terrorist use of the Internet. As a consequence, the terms “cybercrime”, “terrorist use of the Internet”
and “cyberwarfare” are frequently used interchangeably. But a differentiation is of great importance since
the applicable legal frameworks differ significantly. While cybercrime is in general addressed by acts
criminalizing such conduct, the rules and procedures related to warfare are largely regulated by

international law, and particularly the Charter of the United Nations.

2.9.3 Cyberlaundering

In 2013 the shut down of the electronic currency provider “Liberty Reserve” made headlines.s%* With an
estimated amount of 6 billion US the case could be the biggest cyberlaundering case in history.% In 2013
the US Department of Treasury published detailed findings in relation to the case.s% The Internet is
transforming money-laundering. For larger amounts, traditional money-laundering techniques still offer a
number of advantages, but the Internet offers several advantages. Online financial services offer the
option of enacting multiple, worldwide financial transactions very quickly. The Internet has helped
overcome the dependence on physical monetary transactions. Wire transfers replaced the transport of
hard cash as the original first step in suppressing physical dependence on money, but stricter regulations
to detect suspicious wire transfers have forced offenders to develop new techniques. The detection of
suspicious transactions in the fight against money-laundering is based on obligations of the financial
institutions involved in the transfer.%%’

Money-laundering is generally divided into three phases: placement, layering and integration.

With regard to the placement of large amounts of cash, the use of the Internet might perhaps not offer
that many tangible advantages.®® However, the Internet is especially useful for offenders in the layering
(or masking) phase. In this context, the investigation of money-laundering is especially difficult when
money-launderers use online casinos for layering.5%°

The regulation of money transfers is currently limited and the Internet offers offenders the possibility of
cheap and tax-free money transfers across borders. Current difficulties in the investigation of Internet-
based money-laundering techniques often derive from the use of virtual currencies and the use of online
casinos.
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The use of virtual currencies

One of the key drivers in the development of virtual currencies were micro-payments (e.g. for the
download of online articles costing USD 0.10 or less), where the use of credit cards is problematic. With
the growing demand for micro-payments, virtual currencies, including “virtual gold currencies”, were
developed. Virtual gold currencies are account-based payment systems where the value is backed by gold
deposits. Users can open e-gold accounts online, often without registration. Some providers even enable
direct peer-to-peer (person-to-person) transfer or cash withdrawals.’”® Offenders can open e-gold
accounts in different countries and combine them, complicating the use of financial instruments for
money-laundering and terrorist financing. Account-holders may also use inaccurate information during
registration to mask their identity.’®!

In addition to simple virtual currencies there are also currencies that combine the virtual aspect with
anonymity. One example is Bitcoin, a virtual currency using peer-to-peer technology.’02 Although it is a
decentralized system that does not require central intermediaries to ensure the validity of transactions,
successful attacks in 2011 underline the vulnerability/risks related to such decentralized virtual
currencies.” If such anonymous currencies are used by criminals it restricts the ability of law
enforcement to identify suspects by following money transfers’o4— for example in cases related to
commercial child pornography.70s

The use of online casinos

Unlike a real casino, large financial investments are not needed to establish online casinos.”® In addition,
the regulations on online and offline casinos often differ between countries.””” Tracing money transfers
and proving that funds are not prize winnings, but have instead been laundered, is only possible if casinos
keep records and provide them to law-enforcement agencies.

Current legal regulation of Internet-based financial services is not as stringent as traditional financial
regulation. Apart from gaps in legislation, difficulties in regulation arise from challenges in customer
verification, since accurate verification may be compromised, if the financial service provider and
customer never meet.”® In addition, the lack of personal contact makes it difficult to apply traditional
know-your-customer procedures. Furthermore, the Internet transfers often involve the cross-border
participation of providers in various countries. Finally monitoring transactions is particularly difficult if
providers allow customers to transfer value in a peer-to-peer model.

2.9.4  Phishing

Offenders have developed techniques to obtain personal information from users, ranging from spyware?o
to “phishing” attacks.”2° “Phishing” describes acts that are carried out to make victims disclose
personal/secret information.”*! There are different types of phishing attacks,”*? but e-mail-based phishing
attacks contain three major phases. In the first phase, offenders identify legitimate companies offering
online services and communicating electronically with customers whom they can target, e.g. financial
institutions. Offenders design websites resembling the legitimate websites (“spoofing sites”) requiring
victims to perform normal log in procedures, enabling offenders to obtain personal information
(e.g. account numbers and online banking passwords).

In order to direct users to spoofing sites, offenders send out e-mails resembling e-mails from the
legitimate company,’*® often resulting in trademark violations.”** The false e-mails ask recipients to log in
for updates or security checks, sometimes with threats (e.g.to close the account) if users do not
cooperate. The false e-mail generally contains a link that victim should follow to the spoof site, to avoid
users manually entering the correct web address of the legitimate bank. Offenders have developed
advanced techniques to prevent users from realizing that they are not on the genuine website.”*

As soon as personal information is disclosed, offenders log in to victims’ accounts and commit offences
such as the transfer of money, application for passports or new accounts, etc. The rising number of
successful attacks proves phishing’s potential.”*® More than 55 000 unique phishing sites were reported to
APWG”Y in April 2007.7*8 In January 2014, the number of unique phishing sites detected rose to almost
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43 000.7° Phishing techniques are not limited to accessing passwords for online banking only. Offenders
may also seek access codes to computers, auction platforms and social security numbers, which are
particularly important in the United States and can give rise to “identity theft” offences.”®
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below: § 6.2.
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Art. 9 (Offences related to child pornography). For more information about the offences, see below: § 6.2.
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see below: § 6.2.

See below: § 2.5.
See below: § 2.6.
See below: § 2.7.
See below: § 2.8.
See below: § 2.9.1
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Federal Computer Systems Protection Act of 1977. For more information, see: Schjolberg, Computer-related Offences,
Council of Europe, 2004, page 2, available at: www.cybercrimelaw.net/documents/Strasbourg.pdf; McLaughlin,
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Interests in Computer Programs: The American Experience, Jurimetrics Journal, Vol. 21, 1981, 345 et seq.; Denning,
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Velasco San Martin, Jurisdictional Aspects of Cloud Computing, 2009; Gercke, Impact of Cloud Computing on
Cybercrime Investigation, published in Taeger/Wiebe, Inside the Cloud, 2009, page 499 et seq.

45


http://www.cybercrimelaw.net/documents/Strasbourg.pdf
http://www.cybercrimelaw.net/documents/Strasbourg.pdf
http://www.mekabay.com/overviews/history.pdf
http://www.cybercrimelaw.net/documents/Strasbourg.pdf
http://www.un.org/documents/ga/res/45/a45r121.htm
http://www.uncjin.org/Documents/EighthCongress.html

Understanding cybercrime: Phenomena, challenges and legal response

156

157

158

159

160

161

162

163

164

165

166

167

168

169

170

171

172
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Research and Public Policy series, No. 78, page 62; ECPAT, Violence against Children in Cyberspace, 2005, page 54;
Council of Europe Organized Crime Situation Report 2005, Focus on Cybercrime, page 41.

Bialik, Measuring the Child-Porn Trade, The Wall Street Journal, 18.04.2006.
Computer Security Institute (CSI), United States.
The CSI Computer Crime and Security Survey 2007 is available at: www.gocsi.com/

See CSI Computer Crime and Security Survey 2007, page 1, available at: www.gocsi.com/. Having regard to the
composition of the respondents, the survey is likely to be relevant for the United States only.

With regard to this conclusion, see also: Cybercrime, Public and Private Entities Face Challenges in Addressing Cyber

Threats, GAO Document GAO-07-705, page 22, available at: www.gao.gov/new.items/d07705.pdf. Walden, Computer

Crimes and Digital Investigations, 2006, Chapter 1.29.
See below: § 2.4.

Regarding the development of computer systems, see: Hashagen, The first Computers — History and Architectures.
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See in this context, for example, the Explanatory Report to the Council of Europe Convention on Cybercrime, No. 81:
“The purpose of this article is to create a parallel offence to the forgery of tangible documents. It aims at filling gaps in
criminal law related to traditional forgery, which requires visual readability of statements, or declarations embodied in
a document and which does not apply to electronically stored data. Manipulations of such data with evidentiary value
may have the same serious consequences as traditional acts of forgery if a third party is thereby misled. Computer-
related forgery involves unauthorised creating or altering stored data so that they acquire a different evidentiary value
in the course of legal transactions, which relies on the authenticity of information contained in the data, is subject to a
deception.”

From a legal perspective, there is no real need to differentiate between “computer hackers” and “computer crackers”
as —in the context of illegal access — both terms are used to describe persons who enter a computer system without
right. The main difference is the motivation. The term “hacker” is used to describe a person who enjoys exploring the
details of programmable systems, without breaking the law. The term “cracker” is used to describe a person who breaks
into computer systems in general by violating the law.

In the early years of IT development, the term “hacking” was used to describe the attempt to get more out of a system
(software or hardware) than it was designed for. Within this context, the term “hacking” was often used to describe a
constructive activity.

See Levy, Hackers, 1984; Hacking Offences, Australian Institute of Criminology, 2005, available at:
www.aic.gov.au/publications/htcb/htcb005.pdf; Taylor, Hacktivism: In Search of lost ethics? in Wall, Crime and the
Internet, 2001, page 61; Yee, Juvenile Computer Crime — Hacking: Criminal and Civil Liability, Comm/Ent Law Journal,
Vol. 7, 1984, page 336 et seq.; Who is Calling your Computer Next? Hacker!, Criminal Justice Journal, Vol. 8, 1985,
page 89 et seq.; The Challenge of Computer-Crime Legislation: How Should New York Respond?, Buffalo Law Review
Vol. 33, 1984, page 777 et seq.

See the statistics provided by HackerWatch. The Online-Community HackerWatch publishes reports about hacking
attacks. Based on their sources, more than 250 million incidents were reported; Biegel, Beyond our Control? The Limits
of our Legal System in the Age of Cyberspace, 2001, page 231 et seq. in the month of August 2007. Source:
www.hackerwatch.org.

For an overview of victims of hacking attacks, see:

http://en.wikipedia.org/wiki/Timeline_of computer_security hacker _history; Joyner/Lotrionte, Information Warfare as
International Coercion: Elements of a Legal Framework, EJIL 2002, No5 — page 825 et seq.; Regarding the impact, see
Biegel, Beyond our Control? The Limits of our Legal System in the Age of Cyberspace, 2001, page 231 et seq.

Sieber, Council of Europe Organised Crime Report 2004, page 65.
Musgrove, Net Attack Aimed at Banking Data, Washington Post, 30.06.2004.
Sieber, Council of Europe Organised Crime Report 2004, page 66.

Sieber, Council of Europe Organised Crime Report 2004, page 65. Regarding the threat of spyware, see Hackworth,
Spyware, Cybercrime and Security, [|1A-4.

Hacking into a computer system and modifying information on the first page to prove the ability of the offender can —
depending on the legislation in place — be prosecuted as illegal access and data interference. For more information, see
below: § 6.2.1 and § 6.2.4.

The term “hacktivism” combines the words hack and activism. It describes hacking activities performed to promote a
political ideology. For more information, see: Anderson, Hacktivism and Politically Motivated Computer Crime, 2005,
available at: www.aracnet.com/~kea/Papers/Politically%20Motivated%20Computer%20Crime.pdf. Regarding cases of
political attacks, see: Vatis, cyberattacks during the war on terrorism: a predictive analysis, available at:
www.ists.dartmouth.edu/analysis/cyber al.pdf.

A hacker left messages on the website that accused the United States and Israel of killing children. For more
information, see BBC News, “UN’s website breached by hackers”, available at: http://news.bbc.co.uk/go/pr/fr/-
/2/hi/technology/6943385.stm

The abuse of hacked computer systems often causes difficulties for law-enforcement agencies, as electronic traces do
not often lead directly to the offender, but first of all to the abused computer systems.

Regarding different motivations and possible follow-up acts, see: Goodman/Brenner, The Emerging Consensus on
Criminal Conduct in Cyberspace, UCLA Journal of Law and Technology, Vol. 6, Issue 1;
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The Online-Community HackerWatch publishes reports about hacking attacks. Based on their sources, more than 250
million incidents were reported in the month of August 2007. Source: www.hackerwatch.org.

Regarding the supportive aspects of missing technical protection measures, see Wilson, Computer Attacks and Cyber
Terrorism, Cybercrime & Security, 11V-3, page 5.

See Heise News, Online-Computer werden alle 39 Sekunden angegriffen, 13.02.2007, available at:
www.heise.de/newsticker/meldung/85229. The report is based on an analysis from Professor Cukier.

For an overview of examples of successful hacking attacks, see
http://en.wikipedia.org/wiki/Timeline_of computer security hacker history; Joyner/Lotrionte, Information Warfare as
International Coercion: Elements of a Legal Framework, EJIL 2002, No. 5 — page 825 et seq.

Regarding threats from Cybercrime toolkits, see Opening Remarks by ITU Secretary-General, 2nd Facilitation Meeting
for WSIS Action Line C5, available at: www.itu.int/osg/spu/cybersecurity/pgc/2007/events/presentations/sg-opening-
remarks-14-may-2007.pdf. See in this context also: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global
Strategic Report, 2008, page 29, available at:

www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

For an overview of the tools used, see: Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods,
Tools, and Prevention, available at: www.212cafe.com/download/e-book/A.pdf.

Botnets is a short term for a group of compromised computers running programs that are under external control. For
more details, see: Wilson, Botnets, Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for Congress,
2007, page 4, available at: www.fas.org/sgp/crs/terror/RL32114.pdf. See also collected resources and links in the ITU
Botnet Mitigation Toolkit, 2008, available at: www.itu.int/ITU-D/cyb/cybersecurity/projects/botnet.html.

Websense Security Trends Report 2004, page 11, available at:
www.websense.com/securitylabs/resource/WebsenseSecurityLabs20042H Report.pdf; Information Security —
Computer Controls over Key Treasury Internet Payment System, GAO 2003, page 3, available at:
www.globalsecurity.org/security/library/report/gao/d03837.pdf; Sieber, Council of Europe Organised Crime Report
2004, page 143.

For an overview of the tools used, see: Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods,
Tools, and Prevention, available at: www.212cafe.com/download/e-book/A.pdf.

Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention, page 9, available
at: www.212cafe.com/download/e-book/A.pdf.

Walden, Computer Crimes and Digital Investigations, 2006, Chapter 3.250.

For an overview of the tools used to perform high-level attacks, see: Ealy, A New Evolution in Hack Attacks: A General
Overview of Types, Methods, Tools, and Prevention, available at: www.212cafe.com/download/e-book/A.pdf; Erickson,
Hacking: The Art of Exploitation, 2003.

Botnets is a short term for a group of compromised computers running programs that are under external control. For
more details, see: Wilson, Botnets, Cybercrime, and Cyberterrorism: Vulnerabilities and Policy Issues for Congress,
2007, page 4, available at: www.fas.org/sgp/crs/terror/RL32114.pdf. For more information about botnets see below:
§3.2.9.

See Schjolberg, The legal framework — unauthorized access to computer systems — penal legislation in 44 countries,
available at: www.mosstingrett.no/info/legal.html.

See in this context Art. 2, sentence 2, Convention on Cybercrime.
Walden, Computer Crimes and Digital Investigations, 2006, Chapter 3.264.

One example of this is the German Criminal Code, which criminalized only the act of obtaining data (Section 202a) until
2007, when the provision was changed. The following text is taken from the old version of Section 202a — Data
Espionage:

(1) Whoever, without authorization, obtains data for himself or another, which was not intended for him and was
specially protected against unauthorized access, shall be punished with imprisonment for not more than three years or
a fine.

(2) Within the meaning of subsection (1), data shall only be those which stored or transmitted electronically or
magnetically or otherwise in a not immediately perceivable manner.
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With regard to targeted attacks see for example: Sood/Enbody, Targeted Cyber Attacks: Multi-staged Attacks Driven

by Exploits and Malware, 2010. With regard to trends towards targeted attack see: Blurring Boundaries, Trend Micro
Security Predictions for 2014 and Beyond, Trend Micro, 2014.
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With regard to details related to the damage of targeted attacks see: Kaspersky, IT Security Risks Survey 2014.
Targeted Cyber Attacks, GFlI White Paper, 2009, page 5.

For the modus operandi, see Sieber, Council of Europe Organised Crime Report 2004, page 102 et seq.; Sieber,
Multimedia Handbook, Chapter 19, page 17. For an overview of victims of early hacking attacks, see:
http://en.wikipedia.org/wiki/Timeline_of computer security hacker history; Joyner/Lotrionte, Information Warfare as
International Coercion: Elements of a Legal Framework, EJIL 2002, No. 5 — page 825 et seq.

Annual Report to Congress on Foreign Economic Collection and Industrial Espionage — 2003, page 1, available at:
www.ncix.gov/publications/reports/fecie all/fecie 2003/fecie 2003.pdf.

For more information about that case, see: Stoll, Stalking the wily hacker, available at:
http://pdf.textfiles.com/academics/wilyhacker.pdf; Stoll, The Cuckoo’s Egg, 1998.

See Sieber, Council of Europe Organised Crime Report 2004, page 88 et seq.; Ealy, A New Evolution in Hack Attacks: A
General Overview of Types, Methods, Tools, and Prevention, available at: www.212cafe.com/download/e-book/A.pdf.

Ealy, A New Evolution in Hack Attacks: A General Overview of Types, Methods, Tools, and Prevention, page 9 et seq.,
available at: www.212cafe.com/download/e-book/A.pdf.

Examples are software tools that are able to break passwords. Another example is a software tool that records
keystrokes (keylogger). Keyloggers are available as software solutions or hardware solutions.

See Granger, Social Engineering Fundamentals, Part |: Hacker Tactics, Security Focus, 2001, available at:
www.securityfocus.com/infocus/1527.

See: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 31, available at:
www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

For more information, see Mitnick/Simon/Wozniak, The Art of Deception: Controlling the Human Element of Security.

See the information offered by an anti-phishing working group, available at: www.antiphishing.org; Jakobsson, The
Human Factor in Phishing, available at: www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, Computer und
Recht 2005, page 606. The term “phishing” describes an act that is carried out to make the victim disclose
personal/secret information. The term originally described the use of e-mails to “phish” for passwords and financial
data from a sea of Internet users. The use of “ph” linked to popular hacker naming conventions. See: Gercke, Computer
und Recht, 2005, page 606; Ollmann, The Phishing Guide Understanding & Preventing Phishing Attacks, available at:
www.nextgenss.com/papers/NISR-WP-Phishing.pdf. For more information on the phenomenon of phishing, see below:
§2.9.4.

Regarding the elements of an Anti-Cybercrime Strategy, see below: § 4.

“Users should have access to cryptography that meets their needs, so that they can trust in the security of information
and communications systems, and the confidentiality and integrity of data on those systems” — See OECD Guidelines for
Cryptography Policy, V 2, available at:

www.oecd.org/document/11/0,3343,en 2649 34255 1814731 1 1 1 1,00.html.

Physical research proves that it can take a very long time to break encryption, if proper technology is used. See
Schneier, Applied Cryptography, page 185. For more information regarding the challenge of investigating cybercrime
cases that involve encryption technology, see below: § 3.2.14.

The Council of Europe Convention on Cybercrime contains no provision criminalizing data espionage.
Regarding the modus operandi, see Sieber, Council of Europe Organised Crime Report 2004, page 102 et seq.

Regarding the impact of this behaviour for identity theft, see: Gercke, Internet-related Identity Theft, 2007, available at:
www.coe.int/t/e/legal affairs/legal co-

operation/combating_economic_crime/3 Technical cooperation/CYBER/567%20port%20id-d-
identity%20theft%20paper%2022%20nov%2007.pdf

Chawki/Abdel Wahab, Identity Theft in Cyberspace: Issues and Solutions, page 17, Lex Electronica, Vol. 11, No. 1, 2006,
available at: www.lex-electronica.org/articles/v11-1/chawki abdel-wahab.pdf.
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See: 2005 Identity Theft: Managing the Risk, Insight Consulting, page 2, available at:
www.insight.co.uk/files/whitepapers/ldentity%20Theft%20(White%20paper).pdf.

See Hackworth, Sypware, Cybercrime & Security, [IA-4. Regarding user reactions to the threat of spyware, see: Jaeger/
Clarke, The Awareness and Perception of Spyware amongst Home PC Computer Users, 2006, available at:
http://scissec.scis.ecu.edu.au/wordpress/conference proceedings/2006/iwar/Jaeger%20Clarke%20-
%20The%20Awareness%20and%20Perception%200f%20Spyware%20amongst%20Home%20PC%20Computer%20Users
.pdf

See Hackworth, Sypware, Cybercrime & Security, 11A-4, page 5.

For further information about keyloggers, see: http://en.wikipedia.org/wiki/Keylogger; Netadmintools Keylogging,
available at: www.netadmintools.com/part215.html

It is easy to identify credit-card numbers, as they in general contain 16 digits. By excluding phone numbers using
country codes, offenders can identify credit-card numbers and exclude mistakes to a large extent.

One approach to gain access to a computer system in order to install a keylogger is, for example, to gain access to the
building where the computer is located using social engineering techniques, e.g. a person wearing a uniform from the
fire brigade pretending to check emergency exits has a good chance of gaining access to a building, if more extensive
security is not in place. Further approaches can be found in Mitnick, The Art of Deception: Controlling the Human
Element of Security, 2002.

Regular hardware checks are a vital part of any computer security strategy.

See Granger, Social Engineering Fundamentals, Part |: Hacker Tactics, Security Focus, 2001, available at:
www.securityfocus.com/infocus/1527.

See the information offered by an anti-phishing working group, available at: www.antiphishing.org; Jakobsson, The
Human Factor in Phishing, available at: www.informatics.indiana.edu/markus/papers/aci.pdf; Gercke, Computer und
Recht 2005, page 606.

For more information on the phenomenon of phishing, see below: § 2.9.4.
2013 Cost of Data Breach Study: Global Analysis, Ponemon Institute, 2013.
2013 Cost of Data Breach Study: Global Analysis, Ponemon Institute, 2013.

Goodin, PlayStation Network breach will cost Sony $ 171m, The Register, 24.05.2011, available at:
www.theregister.co.uk/2011/05/24/sony playstation breach costs/ .

Finkle, 360 million newly stolen credentials on black market: cybersecurity firm, Reuters, 25.02.2014.

Leprevost, Encryption and cryptosystems in electronic surveillance: a survey of the technology assessment issues,
Development of surveillance technology and risk of abuse of economic information, 2.4, available at:
http://cryptome.org/stoa-r3-5.htm.

With the fall in price of server storage space, the external storage of information has become more popular. Another
advantage of external storage is that information can be accessed from every Internet connection.

Regarding the interception of VolIP to assist law-enforcement agencies, see Bellovin and others, Security Implications of
Applying the Communications Assistance to Law Enforcement Act to Voice over IP, available at
www.itaa.org/news/docs/CALEAVOIPreport.pdf; Simon/Slay, Voice over IP: Forensic Computing Implications, 2006,
available at: http://scissec.scis.ecu.edu.au/wordpress/conference proceedings/2006/forensics/Simon%20Slay%20-
%20Voice%200ver%20IP-%20Forensic%20Computing%20Implications.pdf. Regarding the potential of VolP and
regulatory issues, see: Braverman, VolP: The Future of Telephony is now...if regulation doesn’t get in the way, The
Indian Journal of Law and Technology, Vol.1, 2005, page 47 et seq., available at:
www.nls.ac.in/students/IJLT/resources/1 Indian JL&Tech 47.pdf.

ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 30, available at:
www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

Kang, Wireless Network Security — Yet another hurdle in fighting Cybercrime, in Cybercrime & Security, ll1A-2, page 6 et
seq.

The radius depends on the transmitting power of the wireless access point. See http://de.wikipedia.org/wiki/WLAN.

With regard to the time necessary for decryption, see below: § 3.2.14.
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Regarding the difficulties in Cybercrime investigations that include wireless networks, see Kang, Wireless Network
Security — Yet another hurdle in fighting Cybercrime, in Cybercrime & Security, lIA-2; Urbas/Krone, Mobile and wireless
technologies: security and risk factors, Australian Institute of Criminology, 2006, available at:
www.aic.gov.au/publications/tandi2/tandi329t.html.

Sieber, Council of Europe Organised Crime Report 2004, page 97.

With regard to the interception of electromagnetic emissions, see: Explanatory Report to the Convention on
Cybercrime, No. 57.

See http://en.wikipedia.org/wiki/Computer_surveillance#Surveillance technigues.

e.g. the electromagnetic emission caused by transmitting the information displayed on the screen from the computer to
the screen.

For more details on legal solutions, see below: § 6.2.4.

See in this context also: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008,
page 32, available at: www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

Sieber, Council of Europe Organised Crime Report 2004, page 107.

A computer virus is software that is able to replicate itself and infect a computer, without the permission of the user, to
harm the computer system. See Spafford, The Internet Worm Program: An Analysis, page 3; Cohen, Computer Viruses —
Theory and Experiments, available at: http://all.net/books/virus/index.html; Adleman, An Abstract Theory of Computer
Viruses, Advances in Cryptography — Crypto, Lecture Notes in Computer Science, 1988, page 354 et seq. Regarding the
economic impact of computer viruses, see: Cashell/Jackson/Jickling/Webel, The Economic Impact of Cyber-Attacks,
page 12; Symantec Internet Security Threat Report,Trends for July-December 2006, available at:
http://eval.symantec.com/mktginfo/enterprise/white papers/entwhitepaper _internet security threat report xi 03

2007.en-us.pdf

Kabay, A Brief History of Computer Crime: An Introduction for Students, 2008, page 23, available at:
www.mekabay.com/overviews/history.pdf.

White/Kephart/Chess, Computer Viruses: A Global Perspective, available at:
www.research.ibm.com/antivirus/SciPapers/White/VB95/vb95.distrib.html.

Payload describes the function the virus performs after it is installed on victims’ computers and activated. Examples of
the payload are displaying messages or performing certain activities on computer hardware, such as opening the CD
drive or deleting or encrypting files.

Regarding the various installation processes, see: The Crimeware Landscape: Malware, Phishing, Identity Theft and
Beyond, page 21 et seq., available at: www.antiphishing.org/reports/APWG CrimewareReport.pdf.

See BBC News, Virus-like attack hits web traffic, 25.01.2003, http://news.bbc.co.uk/2/hi/technology/2693925.stm;

Critical Infrastructure Protection Department Of Homeland Security Faces Challenges In Fulfilling Cybersecurity
Responsibilities, GAO, 2005 GAO-05-434, page 12, available at: www.gao.gov/new.items/d05434.pdf.

Cashell/Jackson/Jickling/Webel, The Economic Impact of Cyber-Attacks, page 12, available at:
www.cisco.com/warp/public/779/govtaffairs/images/CRS Cyber Attacks.pdf.

Cashell/Jackson/Jickling/Webel, The Economic Impact of Cyber-Attacks, page 12, available at:
WWW.cisco.com/warp/public/779/govtaffairs/images/CRS Cyber Attacks.pdf.

See Szor, The Art of Computer Virus Research and Defence, 2005.

One example of a virus that encrypts files is the Aids Info Disk or PC Cyborg Trojan. The virus hid directories and
encrypted the names of all files on the C-drive. Users were asked to ‘renew their licence’ and contact PC Cyborg
Corporation for payment. For more information, see: Bates, “Trojan Horse: AIDS Information Introductory Diskette
Version 2.0” in Wilding/Skulason, Virus Bulletin, 1990, page 3.

Annual Report, Pandalabs, 2013.

Kaspersky Press Release, 10.12.2013, available at: www.kaspersky.com/about/news/virus/2013/number-of-the-year .

In 2000, a number of well-known United States e-commerce businesses were targeted by denial-of-service attacks. A
full list of the attacks business is provided by Yurcik, Information Warfare Survivability: Is the Best Defense a Good
Offence?, page 4, available at: www.projects.ncassr.org/hackback/ethics00.pdf. For more information, see: Power, 2000
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CSI/FBI Computer Crime and Security Survey, Computer Security Journal, Vol. 16, No. 2, 2000, page 33 et seq.; Lemos,
Web attacks: FBI launches probe, ZDNEt News, 09.02.2000, available at: http://news.zdnet.com/2100-9595 22-
501926.html; Goodman/Brenner, The Emerging Consensus on Criminal Conduct in Cyberspace, page 20, available at:
www.lawtechjournal.com/articles/2002/03 020625 goodmanbrenner.pdf; Paller, Response, Recovery and Reducing
Our Vulnerability to Cyber Attacks: Lessons Learned and Implications for the Department of Homeland Security,
Statement to the United States House of Representatives Subcommittee on Cybersecurity, Science, and Research &
Development Select Committee on Homeland Security, 2003, page 3, available at:
www.globalsecurity.org/security/library/congress/2003 h/06-25-03 cyberresponserecovery.pdf.

Regarding the possible financial consequences, see: Campbell/Gordon/Loeb/Zhou, The Economic Cost of Publicly
Announced Information Security Breaches: Empirical Evidence From the Stock Market, Journal of Computer Security,
Vol. 11, page 431-448.

Examples include: Inserting metal objects in computer devices to cause electrical shorts, blowing hairspray into
sensitive devices or cutting cables. For more examples, see Sieber, Council of Europe Organised Crime Report 2004,
page 107.

Regarding the possible financial consequences, see: Campbell/Gordon/Loeb/Zhou, The Economic Cost of Publicly
Announced Information Security Breaches: Empirical Evidence From the Stock Market, Journal of Computer Security,
Vol. 11, page 431-448.

Sieber, Council of Europe Organised Crime Report 2004, page 107.

A denial-of-service (DoS) attack aims to make a computer system unavailable by saturating it with external
communication requests, so it cannot respond to legitimate traffic. For more information, see: US-CERT, Understanding
Denial-of-Service Attacks, available at: www.us-cert.gov/cas/tips/ST04-015.html; Paxson, An Analysis of Using
Reflectors for Distributed Denial-of-Service Attacks, available at:
www.icir.org/vern/papers/reflectors.CCR.01/reflectors.html; Schuba/Krsul/Kuhn/Spafford/Sundaram/Zamboni, Analysis
of a Denial of Service Attack on TCP; Houle/Weaver, Trends in Denial of Service Attack Technology, 2001, available at:
www.cert.org/archive/pdf/DoS trends.pdf.

The term “worm” was used by Shoch/Hupp, The ‘Worm’ Programs — Early Experience with a Distributed Computation,
published in 1982. This publication is available for download: http://vx.netlux.org/lib/ajm01.html. With regard to the
term ‘worm’, they refer to the science-fiction novel, “The Shockwave Rider” by John Brunner, which describes a
program running loose through a computer network.

For more information, see: US-CERT, Understanding Denial-of-Service Attacks, available at: www.us-
cert.gov/cas/tips/ST04-015.html; Paxson, An Analysis of Using Reflectors for Distributed Denial-of-Service Attacks,
available at: www.icir.org/vern/papers/reflectors.CCR.01/reflectors.html;
Schuba/Krsul/Kuhn/Spafford/Sundaram/Zamboni, Analysis of a Denial of Service Attack on TCP.

See Sofaer/Goodman, Cyber Crime and Security — The Transnational Dimension, in Sofaer/Goodman, The Transnational
Dimension of Cyber Crime and Terrorism, 2001, page 14, available at:
http://media.hoover.org/documents/0817999825 1.pdf. The attacks took place between 07.02.2000 and 09.02.2000.
For a full list of attacked companies and the dates of the attacks, see: Yurcik, Information Warfare Survivability: Is the
Best Defense a Good Offence?, page 4, available at: www.projects.ncassr.org/hackback/ethics00.pdf.

July, 2009 South Korea and US DDosc Attacks, Arbor Networks, 2009, available at:
www.idcun.com/uploads/pdf/July KR US DDoS Attacks.pdf.

Power, 2000 CSI/FBI Computer Crime and Security Survey, Computer Security Journal, Vol. 16, No. 2, 2000, page 33 et
seq.; Lemos, Web attacks: FBI launches probe, ZDNEt News, 09.02.2000, available at: http://news.zdnet.com/2100-
9595 22-501926.html;

Regarding the different approaches, see below: § 6.2.6.
2012 Cost of Cyber Crime Study: United States, Ponemon, 2012, page 7.

For reports on cases involving illegal content, see Sieber, Council of Europe Organised Crime Report 2004, page 137 et
seq.

One example of the wide criminalization of illegal content is Sec. 86a German Penal Code. The provision criminalizes the
use of symbols of unconstitutional parties: Section 86a: Use of Symbols of Unconstitutional Organizations:

(1) Whoever: 1. domestically distributes or publicly uses, in a meeting or in writings (Section 11 subsection (3))
disseminated by him, symbols of one of the parties or organizations indicated in Section 86 subsection (1), nos. 1, 2
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and 4; or 2. produces, stocks, imports or exports objects which depict or contain such symbols for distribution or use
domestically or abroad, in the manner indicated in number 1, shall be punished with imprisonment for not more than
three years or a fine.

(2) Symbols, within the meaning of subsection (1), shall be, in particular, flags, insignia, uniforms, slogans and forms of
greeting. Symbols which are so similar as to be mistaken for those named in sentence 1 shall be deemed to be
equivalent thereto.

(3) Section 86 subsections (3) and (4), shall apply accordingly.

Regarding the principle of freedom of speech, see: Tedford/Herbeck/Haiman, Freedom of Speech in the United States,
2005; Barendt, Freedom of Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology
and the First Amendment, 1991. Regarding the importance of the principle with regard to electronic surveillance, see:
Woo/So, The case for Magic Lantern: September 11 Highlights the need for increasing surveillance, Harvard Journal of
Law & Technology, Vol. 15, No. 2, 2002, page 530 et seq.; Vhesterman, Freedom of Speech in Australian Law; A Delicate
Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33, 2001, page 57 et seq., available at:
www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom of Speech and Press: Exceptions to the First
Amendment, CRS Report for Congress 95-815, 2007, available at: www.fas.org/sgp/crs/misc/95-815.pdf.

Concerns over freedom of expression (e.g. the First Amendment to the United States Constitution) explain why certain
acts of racism were not made illegal by the Convention on Cybercrime, but their criminalization was included in the First
Additional Protocol. See Explanatory Report to the First Additional Protocol, No. 4.

The 2006 Joint Declaration of the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE
Representative on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression points out that “in
many countries, overbroad rules in this area are abused by the powerful to limit non-traditional, dissenting, critical, or
minority voices, or discussion about challenging social issues”. In 2008 the Joint Declaration highlights that international
organizations, including the United Nations General Assembly and Human Rights Council, should desist from the further
adoption of statements supporting the idea of defamation of religions.

1996 Johannesburg Principles on National Security, Freedom of Expression and Access to Information.

The 2002 Joint Declaration of the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE
Representative on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression points out that
“defamation is not a justifiable restriction on freedom of expression; all criminal defamation laws should be abolished
and replaced, where necessary, with appropriate civil defamation laws”.

International Mechanisms for Promoting Freedom of Expression, Joint Declaration on Defamation of Religions, and
Anti-Terrorism and Anti-Extremism Legislation, by the UN Special Rapporteur on Freedom of Opinion and Expression,
the OSCE Representative on Freedom of the Media and the OAS Special Rapporteur on Freedom of Expression, and the
ACHPR (African Commission on Human and Peoples Rights) Special Rapporteur on Freedom of Expression and Access to
Information, 2008.

See below: §§ 3.2.6 and 3.2.7.
In many cases, the principle of dual criminality hinders international cooperation.

Regarding filter obligations/approaches, see: Zittrain/Edelman, Documentation of Internet Filtering Worldwide,
available at: http://cyber.law.harvard.edu/filtering/; Reidenberg, States and Internet Enforcement, University of Ottawa
Law & Technology Journal, Vol. 1, No. 213, 2004, page 213 et seq., available at:
http://papers.ssrn.com/sol3/papers.cfm?abstract id=487965. Regarding the discussion about filtering in different
countries, see: Taylor, Internet Service Providers (ISPs) and their responsibility for content under the new French legal
regime, Computer Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq.; Belgium ISP Ordered By The Court To
Filter lllicit Content, EDRI News, No 5.14, 18.06.2007, available at: www.edri.org/edrigram/number5.14/belgium-isp;
Enser, Illegal Downloads: Belgian court orders ISP to filter, OLSWANG E-Commerce Update, 11.07, page 7, available at:
www.olswang.com/updates/ecom _nov07/ecom nov07.pdf; Standford, France to Require Internet Service Providers to
Filter Infringing Music, 27.11.2007, Intellectual Property Watch, available at: www.ip-
watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force Internet safety requirements, Wold Data
Protection Report, issue 09/07, page 17, available at:
http://weblog.leidenuniv.nl/users/zwennegj/Dutch%20telecom%200perator%20to%20enforce%20Internet%20safety%
20requirements.pdf; The 2007 paper of IFPI regarding the technical options for addressing online copyright
infringement, available at: www.eff.org/files/filenode/effeurope/ifpi filtering memo.pdf. Regarding self-regulatory
approaches, see: ISPA Code Review, Self-Regulation of Internet Service Providers, 2002, available at:
http://pcmlip.socleg.ox.ac.uk/selfregulation/iapcoda/0211xx-ispa-study.pdf.
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Regarding this approach, see: Stadler, Multimedia und Recht 2002, page 343 et seq.; Mankowski, Multimedia und Recht
2002, page 277 et seq.

See Sims, Why Filters Can’t Work, available at: http://censorware.net/essays/whycant _ms.html; Wallace, Purchase of
blocking software by public libraries is unconstitutional, available at: http://censorware.net/essays/library jw.html.

The OpenNet Initiative is a transatlantic group of academic institutions that reports on internet filtering and
surveillance. Harvard Law School and the University of Oxford participate in the network, among others. For more
information, see: www.opennet.net.

Haraszti, Preface, in Governing the Internet Freedom and Regulation in the OSCE Region, available at:
www.osce.org/publications/rfm/2007/07/25667 918 en.pdf.

Depending on the availability of broadband access.

Access is in some countries is limited by filter technology. Regarding filter obligations/approaches, see:
Zittrain/Edelman, Documentation of Internet Filtering Worldwide, available at: http://cyber.law.harvard.edu/filtering/;
Reidenberg, States and Internet Enforcement, University of Ottawa Law & Technology Journal, Vol. 1, No. 213, 2004,
page 213 et seq., available at: http://papers.ssrn.com/sol3/papers.cfm?abstract _id=487965. Regarding the discussion
about filtering in different countries, see: Taylor, Internet Service Providers (ISPs) and their responsibility for content
under the new French legal regime, Computer Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq.; Belgium
ISP Ordered By The Court To Filter lllicit Content, EDRI News, No. 5.14, 18.06.2007, available at:
www.edri.org/edrigram/number5.14/belgium-isp; Enser, Illegal Downloads: Belgian court orders ISP to filter, OLSWANG
E-Commerce Update, 11.07, page 7, available at: www.olswang.com/updates/ecom nov07/ecom _nov07.pdf;
Standford, France to Require Internet Service Providers to Filter Infringing Music, 27.11.2007, Intellectual Property
Watch, available at: www.ip-watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force Internet
safety requirements, Wold Data Protection Report, issue 09/07, page 17, available at:
http://weblog.leidenuniv.nl/users/zwennegj/Dutch%20telecom%20operator%20to%20enforce%20Internet%20safety%
20requirements.pdf; The 2007 paper of IFPI regarding the technical options for addressing online copyright
infringement, available at: www.eff.org/files/filenode/effeurope/ifpi filtering memo.pdf. Regarding self-regulatory
approaches,

see: ISPA Code Review, Self-Regulation of Internet Service Providers, 2002, available at:
http://pcmlp.socleg.ox.ac.uk/selfregulation/iapcoda/0211xx-ispa-study.pdf.

With regard to the electronic traces that are left and the instruments needed to trace offenders, see below: § 6.5.

Ropelato, Internet Pornography Statistics, available at: http://internet-filter-review.toptenreviews.com/internet-
pornography-statistics.html.

About a third of all files downloaded in file-sharing systems contained pornography. Ropelato, Internet Pornography
Statistics, available at: http://internet-filter-review.toptenreviews.com/internet-pornography-statistics.html.

One example for this approach can be found in Sec. 184 German Criminal Code (Strafgesetzbuch):

Section 184 Dissemination of Pornographic Writings
(1) Whoever, in relation to pornographic writings (Section 11 subsection (3)):
1. offers, gives or makes them accessible to a person under eighteen years of age; [...]

Regarding this aspect, see: ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008,
page 36, available at: www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

See: Nowara/Pierschke, Erzieherische Hilfen fuer jugendliche Sexual(straf)taeter, Katamnesestudie zu den vom Land
Nordrhein-Westfalen gefoerterten Modellprojekten, 2008.

See Siebert, Protecting Minors on the Internet: An Example from Germany, in Governing the Internet Freedom and
Regulation in the OSCE Region, page 150, available at: www.osce.org/publications/rfm/2007/07/25667 918 en.pdf.

One example is the 2006 Draft Law, Regulating the protection of Electronic Data and Information and Combating
Crimes of Information (Egypt):

Sec. 37: Whoever makes, imitates, obtains, or possesses, for the purpose of distribution, publishing, or trade,
electronically processed pictures or drawings that are publicly immoral, shall be punished with detention for a period
not less than six months, and a fine not less than five hundred thousand Egyptian pounds, and not exceeding seven
hundred thousand Egyptian pounds, or either penalty.

National sovereignty is a fundamental principle in International Law. See: Roth, State Sovereignty, International Legality,
and Moral Disagreement, 2005, page 1, available at: www.law.uga.edu/intl/roth.pdf.
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334 Regarding the principle of “dual criminality”, see below: § 6.6.2.

335 Regarding technical approaches in the fight against obscenity and indecency on the Internet, see: Weekes, Cyber-Zoning
a Mature Domain: The Solution to Preventing Inadvertent Access to Sexually Explicit Content on the Internet, Virginia
Journal of Law and Technology, Vol. 8, 2003, available at: www.vjolt.net/vol8/issuel/v8il a04-Weekes.pdf.

336 Regarding filter obligations/approaches, see: Zittrain/Edelman, Documentation of Internet Filtering Worldwide,
available at: http://cyber.law.harvard.edu/filtering/; Reidenberg, States and Internet Enforcement, University of Ottawa
Law & Technology Journal, Vol. 1, No. 213, 2004, page 213 et seq., available at:
http://papers.ssrn.com/sol3/papers.cfm?abstract id=487965. Regarding the discussion about filtering in different
countries, see: Taylor, Internet Service Providers (ISPs) and their responsibility for content under the new French legal
regime, Computer Law & Security Report, Vol. 20, Issue 4, 2004, page 268 et seq.; Belgium ISP Ordered By The Court To
Filter Illicit Content, EDRI News, No 5.14, 18.06.2007, available at: www.edri.org/edrigram/number5.14/belgium-isp;
Enser, lllegal Downloads: Belgian court orders ISP to filter, OLSWANG E-Commerce Update, 11.07, page 7, available at:
www.olswang.com/updates/ecom nov07/ecom nov07.pdf; Standford, France to Require Internet Service Providers to
Filter Infringing Music, 27.11.2007, Intellectual Property Watch, available at: www.ip-
watch.org/weblog/index.php?p=842; Zwenne, Dutch Telecoms wants to force Internet safety requirements, Wold Data
Protection Report, issue 09/07, page 17, available at:
http://weblog.leidenuniv.nl/users/zwennegj/Dutch%20telecom%200perator%20to%20enforce%20Internet%20safety%
20requirements.pdf; The 2007 paper of IFPI regarding the technical options for addressing online copyright
infringement, available at: www.eff.org/files/filenode/effeurope/ifpi_filtering memo.pdf. Regarding self-regulatory
approaches see: ISPA Code Review, Self-Regulation of Internet Service Providers, 2002, available at:
http://pcmlp.socleg.ox.ac.uk/selfregulation/iapcoda/0211xx-ispa-study.pdf.

33

~

Regarding the risk of detection with regard to non Internet-related acts, see: Lanning, Child Molesters: A Behavioral
Analysis, 2001, page 63.

338 Healy, Child Pornography: An International Perspective, 2004, page 4.
339 Wortley/Smallbone, Child Pornography on the Internet, Problem-Oriented Guides for Police, USDOJ, 2006, page, 1.

340 Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 8 et seq.

341 Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 8.

342 | anning, Child Molesters: A Behavioral Analysis, 2001, page 62; Rights of the Child, Commission on Human Rights, 615t
session, E/CN.4/2005/78, page 8; Healy, Child Pornography: An International Perspective, 2004, page 5; Child
Pornography, CSEC World Congress Yokohama Conference, 2001, page 19.

343 Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 8.

344 Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 8.

345 Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 8.

346 Jenkins, Beyond Tolerance, Child Pornography on the Internet, 2001, page 41.
347 Child Pornography, CSEC World Congress Yokohama Conference, 2001, page 17.

348 Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 9.

343 Vienna Commitment against Child Pornography on the Internet, 1st October 1999; Europol, Child Abuse in relation to
Trafficking in Human Beings Fact Sheet January 2006, page 2; Jenkins, Beyond Tolerance, Child Pornography on the
Internet, 2001, page 49.

350 Bloxsome/Kuhn/Pope/Voges, The Pornography and Erotica Industry: Lack of Research and Need for a Research Agenda,
Griffith University, Brisbane, Australia: 2007 International Nonprofit and Social Marketing Conference, 27-28 Sep 2007,
page 196.

351 Europol, Child Abuse in relation to Trafficking in Human Beings Fact Sheet January 2006, page 1; Eneman, A Critical
Study of ISP Filtering Child Pornography, 2006, page 1. McCulloch, Interpol and Crimes against Children —in
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Quayle/Taylor, Viewing child pornography on the Internet: Understanding the offence, managing the offender, helping
the victims, 2005.

Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 9; Promotion and Protection of the Right of Children, Sale of
children, child prostitution and child pornography, UN General Assembly, 51st session, A/51/456, No. 29.

Eneman, A Critical Study of ISP Filtering Child Pornography, 2006, page 1; Promotion and Protection of the Right of
Children, Sale of children, child prostitution and child pornography, UN General Assembly, 51st session, A/51/456,
No. 29; Choo/Smith/McCusker, Future directions in technology-enabled crime: 2007-09, Australian Institute of
Criminology, Research and Public Policy series, No. 78, page 62.

According to ITU, there were over 2 billion Internet users by the end of 2010, of which 1.2 billion in developing
countries. For more information see: ITU ICT Facts and Figures 2010, page 3, available at:
www.itu.int/ITU-D/ict/material/FactsFigures2010.pdf.

Carr, Child Abuse, Child Pornography and the Internet, 2004, page 7.
See in this context, for example: Carr, Child Abuse, Child Pornography and the Internet, 2004, page 8.
Lanning, Child Molesters: A Behavioral Analysis, 2001, page 64.

Sexual Exploitation of Children over the Internet, Report for the use of the Committee on Energy and Commerce, US
House of Representatives, 109th Congress, 2007, page 12.

ITU Global Cybersecurity Agenda / High-Level Experts Group, Global Strategic Report, 2008, page 34, available at:
www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

See, for example, the “G8 Communique”, Genoa Summit, 2001, available at: www.g8.gc.ca/genoa/july-22-01-1-e.asp.

United Nations Convention on the Right of the Child, A/RES/44/25, available at: www.hrweb.org/legal/child.html.
Regarding the importance of cybercrime legislation see: ITU Global Cybersecurity Agenda / High-Level Experts Group,
Global Strategic Report, 2008, page 35, available at:

www.itu.int/osg/csd/cybersecurity/gca/global strategic report/index.html.

Council Framework Decision on combating the sexual exploitation of children and child pornography, 2004/68/JHA,
available at: http://eur-lex.europa.eu/LexUriServ/site/en/0i/2004/l 013/I 01320040120en00440048.pdf.

Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse, CETS No: 201,
available at: http://conventions.coe.int.

Sieber, Council of Europe Organised Crime Report 2004, page 135. Regarding the means of distribution, see:
Wortley/Smallbone, Child Pornography on the Internet, page 10 et seq., available at:
www.cops.usdoj.gov/mime/open.pdf?litem=1729.

See: Wolak/ Finkelhor/ Mitchell, Child-Pornography Possessors Arrested in Internet-Related Crimes: Findings From the
National Juvenile Online Victimization Study, 2005, page 5, available at:
www.missingkids.com/en US/publications/NC144.pdf.

See: Wolak/ Finkelhor/ Mitchell, Child-Pornography Possessors Arrested in Internet-Related Crimes: Findings From the
National Juvenile Online Victimization Study, 2005, page 5, available at:
www.missingkids.com/en US/publications/NC144.pdf.

For more information, see: Child Pornography: Model Legislation & Global Review, 2010, page 3, available at:
www.icmec.org/en X1/icmec publications/English 6th Edition FINAL .pdf.

See Walden, Computer Crimes and Digital Investigations, 2007, page 66.

It is possible to make big profits in a rather short period of time by offering child pornography — this is one way how
terrorist cells can finance their activities, without depending on donations.

Police authorities and search engines forms alliance to beat child pornography, available at:
http://about.picsearch.com/p _releases/police-authorities-and-search-engines-forms-alliance-to-beat-child-
pornography/; “Google accused of profiting from child porn”, available at:
www.theregister.co.uk/2006/05/10/google sued for promoting illegal content/print.html.

See ABA, International Guide to Combating Cybercrime, page 73.
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Regarding the use of electronic currencies in money-laundering activities, see: Ehrlich, Harvard Journal of Law &
Technology, Volume 11, page 840 et seq.

For more information, see: Wilson, Banking on the Net: Extending Bank Regulations to Electronic Money and Beyond.,
(1997) 30 Creighton Law Review 671 at 690.

Smith, Child pornography operation occasions scrutiny of millions of credit card transactions, available at:
www.heise.de/english/newsticker/news/print/83427.

With regard to the concept see for example: Nakamoto (name reported to be used as alias), Bitcoin: A Peer-to-Peer
Electronic Cash System, available at: www.bitcoin.org/bitcoin.pdf.

Regarding the basic concept of such investigation see: Following the Money 101: A Primer on Money-Trail
Investigations, Coalition for International Justice, 2004, available at:
www.media.ba/mcsonline/files/shared/prati_pare.pdf.

Regarding approaches to detect and prevent such transfers see: Financial Coalition Against Child Pornography, Report
on Trends in Online Crime and Their Potential Implications for the Fight Against Commercial Child Pornography, Feb.
2011, available at:

See below: § 3.2.14.

Based on the “National Juvenile Online Victimization Study”, 12 per cent of arrested possessors of Internet-related child
pornography used encryption technology to prevent access to their files. Wolak/Finkelhor/Mitchell, Child-Pornography
Possessors Arrested in Internet-Related Crimes: Findings From the National Juvenile Online Victimization Study, 2005,
page 9, available at: www.missingkids.com/en _US/publications/NC144.pdf.

See below: § 3.2.14.

For an overview of the different obligations of Internet service providers that are already implemented or under
discussion, see: Gercke, Obligations of Internet Service Providers with regard to child pornography: legal issue, 2009,
available at www.coe.int/cybercrime.

Radical groups in the United States recognized the advantages of the Internet for furthering their agenda at an early
stage. See: Markoff, Some computer conversation is changing human contact, NY-Times, 13.05.1990.

Sieber, Council of Europe Organised Crime Report 2004, page 138.

Akdeniz, Governance of Hate Speech on the Internet in Europe, in “Governing the Internet Freedom and Regulation in
the OSCE Region”, page 91, available at: www.osce.org/publications/rfm/2007/07/25667 918 en.pdf.

See: Digital Terrorism & Hate 2006, available at: www.wiesenthal.com.

Whine, Online Propaganda and the Commission of Hate Crime, available at:
www.osce.org/documents/cio/2004/06/3162 en.pdf

See: ABA International Guide to Combating Cybercrime, page 53.

Regarding the criminalization in the United States, see: Tsesis, Prohibiting Incitement on the Internet, Virginia Journal of
Law and Technology, Vol. 7, 2002, available at: www.vjolt.net/vol7/issue2/v7i2 a05-Tsesis.pdf.

Regarding the principle of freedom of speech, see: Tedford/Herbeck/Haiman, Freedom of Speech in the United States,
2005; Barendt, Freedom of Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology
and the First Amendment, 1991. Regarding the importance of the principle with regard to electronic surveillance, see:
Woo/So, The case for Magic Lantern: September 11 Highlights the need for increasing surveillance, Harvard Journal of
Law & Technology, Vol. 15, No. 2, 2002, page 530 et seq.; Vhesterman, Freedom of Speech in Australian Law; A Delicate
Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33, 2001, page 57 et seq., available at:
www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom of Speech and Press: Exceptions to the First
Amendment, CRS Report for Congress 95-815, 2007, available at: www.fas.org/sgp/crs/misc/95-815.pdf.

See: Greenberg, A Return to Liliput: The Licra vs. Yahoo! Case and the Regulation of Online Content in the World
Market, Berkeley Technology Law Journal, Vol. 18, page 1191 et seq.; Van Houweling; Enforcement of Foreign
Judgements, The First Amendment, and Internet Speech: Note for the Next Yahoo! v. Licra, Michigan Journal of
International Law, 2003, page 697 et seq.; Development in the Law, The Law of Media, Harvard Law Review, Vol. 120,
page 1041.
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See: Yahoo Inc. v. La Ligue Contre Le Racisme Et L’antisemitisme, 169 F.Supp. 2d 1181, 1192 (N.D. Cal 2001). Available
at:
www.courtlinkeaccess.com/DocketDirect/FShowDocket.asp?Code=213138298941949941944938934938937961519199
1.

Gercke, The Slow Wake of a Global Approach against Cybercrime, Computer Law Review International, 2006, page 144.
See: Explanatory Report to the First Additional Protocol, No. 4.

See: Barkham, Religious hatred flourishes on web, The Guardian, 11.05.2004, available at:
www.guardian.co.uk/religion/Story/0,,1213727,00.html.

Regarding legislative approaches in the United Kingdom see Walden, Computer Crimes and Digital Investigations, 2006,
Chapter 3.192.

Regarding the principle of freedom of speech, see: Tedford/Herbeck/Haiman, Freedom of Speech in the United States,
2005; Barendt, Freedom of Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology
and the First Amendment, 1991. Regarding the importance of the principle with regard to electronic surveillance, see:
Woo/So, The case for Magic Lantern: September 11 Highlights the need for increasing surveillance, Harvard Journal of
Law & Technology, Vol. 15, No. 2, 2002, page 530 et seq.; Vhesterman, Freedom of Speech in Australian Law; A Delicate
Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33, 2001, page 57 et seq., available at:
www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom of Speech and Press: Exceptions to the First
Amendment, CRS Report for Congress 95-815, 2007, available at: www.fas.org/sgp/crs/misc/95-815.pdf.

Haraszti, Preface, in Governing the Internet Freedom and Regulation in the OSCE Region, available at:
www.osce.org/publications/rfm/2007/07/25667 918 en.pdf.

For more information on the “cartoon dispute”, see: the Times Online, 70.000 gather for violent Pakistan

cartoons protest, available at: www.timesonline.co.uk/tol/news/world/asia/article731005.ece; Anderson, Cartoons
of Prophet Met With Outrage, Washington Post, available at: www.washingtonpost.com/wp-
dyn/content/article/2006/01/30/AR2006013001316.html; Rose, Why | published those cartoons, Washington Post,
available at: www.washingtonpost.com/wp-dyn/content/article/2006/02/17/AR2006021702499.html.

Sec. 295-C of the Pakistan Penal Code:

295-C. Use of derogatory remarks, etc., in respect of the Holy Prophet: Whoever by words, either spoken or written,
or by visible representation or by any imputation, innuendo, or insinuation, directly or indirectly, defiles the sacred
name of the Holy Prophet Mohammed (Peace be Upon Him) shall be punished with death, or imprisonment for life,
and shall also be liable to fine.

Sec. 295-B of the Pakistan Penal Code:

295-B. Defiling, etc., of Holy Qur’an : Whoever wilfully defiles, damages or desecrates a copy of the Holy Qur’an or of
an extract there from or uses it in any derogatory manner or for any unlawful purpose shall be punishable with
imprisonment for life.

Regarding the growing importance of Internet gambling, see: Landes, Layovers And Cargo Ships: The Prohibition Of
Internet Gambling And A Proposed System Of Regulation, available at:
www.law.nyu.edu/JOURNALS/LAWREVIEW/issues/vol82/no3/NYU306.pdf ; Brown/Raysman, Property Rights in
Cyberspace Games and other novel legal issues in virtual property, The Indian Journal of Law and Technology, Vol. 2,
2006, page 87 et seq. available at: www.nls.ac.in/students/IJLT/resources/2 Indian JL&Tech 87.pdf.

www.secondlife.com.

The number of accounts published by Linden Lab. See: www.secondlife.com/whatis/. Regarding Second Life in general,
see: Harkin, Get a (second) life, Financial Times, available at: www.ft.com/cms/s/cf9b81c2-753a-11db-aeal-
0000779e2340.html.

Heise News, 15.11.2006, available at: www.heise.de/newsticker/meldung/81088; DIE ZEIT, 04.01.2007, page 19.

BBC News, 09.05.2007 Second Life ‘child abuse’ claim, available at:
http://news.bbc.co.uk/1/hi/technology/6638331.stm.

Leapman, Second Life world may be haven for terrorists, Sunday Telegraph, 14.05.2007, available at:
www.telegraph.co.uk/news/main.jhtmI?xml=/news/2007/05/13/nternet13.xml; Reuters, UK panel urges real-life
treatment for virtual cash, 14.05.2007, available at: http://secondlife.reuters.com/stories/2007/05/14/uk-panel-urges-
real-life-treatment-for-virtual-cash/.
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407 See: Olson, Betting No End to Internet Gambling, Journal of Technology Law and Policy, Vol. 4, Issue 1, 1999, available
at: http://grove.ufl.edu/~techlaw/vol4/issuel/olson.html.

408 Christiansen Capital Advisor. See www.cca-
i.com/Primary%20Navigation/Online%20Data%20Store/internet _gambling data.htm.

409 The revenue of United States casinos in 2005 (without Internet gambling) was more than USD 84 billion, from: Landes,
Layovers And Cargo Ships: “The Prohibition Of Internet Gambling And A Proposed System Of Regulation”, page 915,
available at: www.law.nyu.edu/JOURNALS/LAWREVIEW/issues/vol82/no3/NYU306.pdf;

410 Statista, Statistic Portal, Global Online Gambling Gross Win from 2006-2015, available at:
www.statista.com/statistics/208456/global-interactive-gambling-gross-win/ .

411 See, for example, GAO, “Internet Gambling — An Overview of the Issues”, available at:
Www.gao.gov/new.items/d0389.pdf. Regarding the WTO Proceedings “US Measures Affecting the Cross-Border Supply
of Gambling and Betting Services”, see: www.wto.org/english/tratop e/dispu_e/cases e/ds285 e.htm; Article 21.5
panel concluded that the United States had failed to comply with the recommendations and rulings of the DSB.

412 For more information, see: BBC News, Tiny Macau overtakes Las Vegas, at:
http://news.bbc.co.uk/2/hi/business/6083624.stm.

413 See Art. 300 China Criminal Code:
Whoever, for the purpose of reaping profits, assembles a crew to engage in gambling, opens a gambling house, or
makes an occupation of gambling, is to be sentenced to not more than three years of fixed-term imprisonment, criminal
detention, or control, in addition to a fine.

414 Besides gambling in Macau, Chinese have started to use Internet gambling intensively. See: Online Gambling challenges
China’s gambling ban, available at: www.chinanews.cn/news/2004/2005-03-18/2629.shtml.

415 For more information, see: http://en.wikipedia.org/wiki/Internet casino.

416 See: OSCE Report on Money Laundering Typologies 2000 — 2001, page 3, available at:
www.oecd.org/dataocecd/29/36/34038090.pdf; Coates, Online casinos used to launder cash, available at:
www.timesonline.co.uk/tol/news/politics/article620834.ece?print=yes&randnum=1187529372681.

417 See, for example, Online Gambling challenges China’s gambling ban, available at: www.chinanews.cn/news/2004/2005-

03-18/2629.shtml.

418 For an overview of the early United States legislation, see: Olson, Betting No End to Internet Gambling, Journal of
Technology Law and Policy, Vol. 4, Issue 1, 1999, available at: http://grove.ufl.edu/~techlaw/vol4/issuel/olson.html.

419 See § 5367 Internet Gambling Prohibition Enforcement Act.

420 See Reder/O’Brien, Corporate Cybersmear: Employers File John Doe Defamation Lawsuits Seeking The Identity Of
Anonymous Employee Internet Posters, Mich. Telecomm. Tech. L. Rev. 195, 2002, page 196, available at
www.mttlr.org/voleight/Reder.pdf.

421 Regarding the situation in blogs, see: Reynolds, Libel in the Blogosphere: Some Preliminary Thoughts” Washington
University Law Review, 2006, page 1157 et seq., available at: http://ssrn.com/abstract=898013; Solove, A Tale of Two
Bloggers: Free Speech and Privacy in the Blogosphere, Washington University Law Review, Vol. 84, 2006, page 1195 et
seq., available at http://ssrn.com/abstract=901120; Malloy, Anonymous Bloggers And Defamation: Balancing Interests
On The Internet, Washington University Law Review, Vol. 84, 2006, page 1187 et seq., available at:
http://law.wustl.edu/WULR/84-5/malloy.pdf.

422 Regarding the privacy concerns related to social networks, see: Hansen/Meissner (ed.), Linking digital identities, page 8
— An executive summary is available in English (page 8-9). The report is available at:
www.datenschutzzentrum.de/projekte/verkettung/2007-uld-tud-verkettung-digitaler-identitaeten-bmbf.pdf.

423 Regarding the controversial discussion about the criminalization of defamation, see: Freedom of Expression, Free Media
and Information, Statement of Mr McNamara, US Delegation to the OSCE, October 2003, available at:
http://osce.usmission.gov/archive/2003/10/FREEDOM_ OF EXPRESSION.pdf; Lisby, No Place in the Law: Criminal Libel
in American Jurisprudence, 2004, available at: www2.gsu.edu/~jougcl/projects/40anniversary/criminallibel.pdf.
Regarding the development of the offence, see: Walker, Reforming the Crime of Libel, New York Law School Law
Review, Vol. 50, 2005/2006, page 169, available at: www.nyls.edu/pdfs/NLRV0l50-106.pdf; Kirtley, Criminal
Defamation: An Instrument of Destruction, 2003, available at: www.silha.umn.edu/oscepapercriminaldefamation.pdf;
Defining Defamation, Principles on Freedom of Expression and Protection of Reputation, 2000, available at:
www.article19.org/pdfs/standards/definingdefamation.pdf.
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See Sieber, Council of Europe Organised Crime Report 2004, page 105.
With regard to the challenges of investigating offences linked to anonymous services see below: § 3.2.12.

See: www.wikipedia.org
See Sieber, Council of Europe Organised Crime Report 2004, page 145.

Similar difficulties can be identified with regard to the availability of information through the cache function of search
engines and web archives, such as www.archive.org.

Regarding the principle of freedom of speech, see: Tedford/Herbeck/Haiman, Freedom of Speech in the United States,
2005; Barendt, Freedom of Speech, 2007; Baker; Human Liberty and Freedom of Speech; Emord, Freedom, Technology
and the First Amendment, 1991. Regarding the importance of the principle with regard to electronic surveillance, see:
Woo/So, The case for Magic Lantern: September 11 Highlights the need for increasing surveillance, Harvard Journal of
Law & Technology, Vol. 15, No. 2, 2002, page 530 et seq.; Vhesterman, Freedom of Speech in Australian Law; A Delicate
Plant, 2000; Volokh, Freedom of Speech, Religious Harassment Law, and Religious Accommodation Law, Loyola
University Chicago Law Journal, Vol. 33, 2001, page 57 et seq., available at:
www.law.ucla.edu/volokh/harass/religion.pdf; Cohen, Freedom of Speech and Press: Exceptions to the First
Amendment, CRS Report for Congress 95-815, 2007, available at: www.fas.org/sgp/crs/misc/95-815.pdf.
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